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Current Trends in SCADA Systems

Situational Awareness
Alarm Management

Data Availability
System Robustness/Redundancy
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Graham Nasby , P.Eng., PMP, CAP
Water SCADA & Security Specialist 
City of Guelph Water Services

• 10 years in the consulting sector
• Joined Guelph Water Services in 2015

• OWWA and WEAO Member, Member of OWWA Automation Committee
• Co-chair of ISA112 SCADA Systems standards committee
• Voting member of ISA101 HMI Design standards committee
• Voting member of ISA18 Alarm Management standards committee
• Named Canadian Expert on  IEC/SCC-TC65 with Standards Council of Canada

• Has published over 30 papers and articles on automation topics
• Received University of Guelph “Mid Career Achievement Award” in 2014
• Named ISA’s technical division leader of the year award in 2013. 

• Contact: graham.nasby@guelph.ca
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SCADA = Supervisory Control and Data Acquisition
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To be an effective operator 
–

you have to be aware of what your plant is doing
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In some SCADA systems….
You can’t see the whole picture
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What your SCADA system may not be showing you
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CAN

YOU 

FIND

THE

PROBLEM

ON THE

SCADA 

SCREEN?
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Friendly 
SCADA Guy
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HMI = Human Machine Interface (computer screen)
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Pumps not monitored by SCADA (no status information) are just shown as mid-gray:

Not 
Running

Running

STOPPED

RUNNING
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Diagnostic 
Priority

Priority 3 Priority 2 Priority 1

480.1 psi 480.1 psi 480.1 psi480.1 psi

2 1

Diagnostic 
Priority

Priority 3 Priority 2 Priority 1

480.1 psi 480.1 psi 480.1 psi480.1 psi
4 3

Better

Betterer

Best!
Suppressed 

Alarm

480.1 psi
S

480.1 psi No Alarm Indication 480.1 psi
Often
Seen
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480.1 psi 480.1 psi480.1 psi 480.1 psi

Diagnostic 
Priority

Priority 3 Priority 2 Priority 1
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Cool
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Suct
psig

Inter
psig

Dsch
psig

Suct
degF

Inter
degF

Dsch
degF

E. Vib
mil

N. Vib
mil

W. Vib
mil

Motor
Amps

Oil
psig

Oil
degF

42.7

38.7
93.1

185
95 120

170

12
8

9
170

80

290
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R77

N28

Farnam 6

C16

Marcum

CSX9

Tempe

Adams 3
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*originally published as ISA-18.2-2009, now also IEC-62682

Typical example of 
results of 18.2 being 
implemented 
(showing before/after)
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ANSI/ISA-18.2-2016, 
Management of Alarm Systems for the Process Industries 

-Addresses the development, design, installation, and management of alarm 
systems in the process industries

-Defines the terminology and models to develop an alarm system – and the 
work processes to effectively maintain it throughout its lifecycle

-Six technical reports available to explain specific applications in greater detail

-Based on work by the ISA18 committee, which has been active since 2003.  

-First version of ISA18.2 standard published in 2009, became IEC-62682 in 
2015, and updated version published in 2016. 

����������	
	������
���	�������������� �����������������������



�


	�����(���&�����4 )�	�56��	�����(&��6�/��������

30����������	
	������
���	�������������� �����������������������



��

	�����(���&�����4�(�����	�����
���$��

31

• ���G
– �����������������
�� ������!�%����������%�������

��� ���������

��& '������� 
��6 ��������� ����7������
)��)&�����

����7�����
��"�����

-8 ����� � �������
*� ���

���� ���
*� ���

�)D&E(D:�6D'() :"� ���������
)�6����
:�!��

6��� :�!���
�,���������!���%�
 ���)(���

"!�� ��,� ���
�����%��
�
����� ������

�7�"5 ����$ :�!���
����������

'������

�)D&E(D��:D)(' ��� ���������
)�:�,��"

�"�	���,�&����
 ���&(���

:��� � �G����������
��������5��$�� �
����������
G��������������

��H"5 7�!�������� ��%�
���������%%��������
	��,���

)�����

�)D&E(D��::D.-0� :"� ��������
)����������
:�,�:�,

:��� �����)-����
 ���-����

:����� ������
�� �����
:��$�������
���������
;����9������������
��,��"������<

�7�"5 ����$��������������
����%�����	�����
�
�����!���6�7��
����$�!��!������ ���%

.����

����������	
	������
���	�������������� �����������������������



��

	�����(���&�����4�(���� 	�����
���$��

32

• 	�������&

• 	�����
���� ����� ; ����%�������������,����������,�����6�7<

• )�������������4� #����������%��������������
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