Current Trends in SCADA Systems

Situational Awareness
Alarm Management
Data Avallability
System Robustness/Redundancy
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Graham Nasby , P.Eng., PMP, CAP
Water SCADA & Security Specialist
City of Guelph Water Services

10 years in the consulting sector
e Joined Guelph Water Services in 2015

« OWWA and WEAO Member, Member of OWWA Automation Committee

e Co-chair of ISA112 SCADA Systems standards committee

« Voting member of ISA101 HMI Design standards committee

* Voting member of ISA18 Alarm Management standards committee

 Named Canadian Expert on IEC/SCC-TC65 with Standards Council of Canada

 Has published over 30 papers and articles on automation topics
* Received University of Guelph “Mid Career Achievement Award” in 2014
 Named ISA’s technical division leader of the year award in 2013.

 Contact: graham.nasby@quelph.ca
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SCADA = Supervisory Control and Data Acquisition
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State of the environment

Situation Awareness

: —> —> Action
Perception Comp're- Projection @
hension

To be an effective operator

you have to be aware of what your plant is doing
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In some SCADA systems....
You can’t see the whole picture



WAIT FOR IT

e Wait for it

What your SCADA system may not be showing you



CAN

YOU

FIND

THE

PROBLEM

ON THE

SCADA

SCREEN?




Friendly
SCADA Guy

13



6

||%,

%

$ #
> @ ; !
%
% |
! %
67 :6 4 <
: % % <

14



% &!”

()

15



% & %()

HMI = Human Machine Interface (computer screen)
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480.1 psi  No Alarm Indication 480.1 psi
- psi psi psi - psi
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Typical example of
results of 18.2 being
implemented
(showing before/after)

*originally published as ISA-18.2-2009, now also IEC-62682
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ANSI/ISA-18.2-2016,
Management of Alarm Systems for the Process Industries

-Addresses the development, design, installation, and management of alarm
systems in the process industries

-Defines the terminology and models to develop an alarm system — and the
work processes to effectively maintain it throughout its lifecycle

-Six technical reports available to explain specific applications in greater detail
-Based on work by the ISA18 committee, which has been active since 2003.

-First version of ISA18.2 standard published in 2009, became IEC-62682 in
2015, and updated version published in 2016.
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