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Presentation Outline

e Some Background
e Review of what SCADA is
e State of Most SCADA Systems

e Situational Awareness

e High Performance HMI

e Alarm Management

e Data Redundancy — making it easier
e SCADA communication networks

e Cyber Security

e Building on What You Have
e What Guelph Water is Doing
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I wanna be a
Water Guy
. when I grow up!
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So I got to live
the dream!

N U

EQUIPMENT MAY
START
AUTOMATICALLY

WEAR EAR

PROTECTION
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About the Speaker

Graham Nasby, P.Eng., PMP, CAP

Water SCADA & Security Specialist
City of Guelph Water Services
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10 years in the consulting sector;
Joined Guelph Water Services in 2015

OWWA and WEAO Member, Member of OWWA Automation Committee
Co-chair of ISA112 SCADA Systems standards committee
Voting member of ISA101 HMI Design standards committee

Voting member of ISA18 Alarm Management standards committee
Named Canadian Expert on IEC/SCC-TC65 with Standards Council of Canada

Guest instructor at McMaster University and Fleming College
Has published over 40 papers and articles on automation topics

Received University of Guelph “Mid Career Achievement Award” in 2014
Named ISA’s technical division leader of the year award in 2013.

Contact: graham.nasby@agquelph.ca
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City of Guelph Water Services '

United States

Guelph, Ontario, Canada 1 P
130,000 residents L gl 2 -G 3
21 groundwater wells Ont . ric: i

3 water towers by %
549 km of water mains
49,000 service connections ORI
2,750 fire hydrants _ —
46,000 m?/day [12 MGD] il
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Guelph Water Facilities

 Approx. 15km x 15km area =

* 35 Facilities e,
— 4 booster stations EILE o e
— 21 wells '
— 2 valve chambers NRull
— 3 water towers ARG, e
— 5 monitoring sites i

* 40 PLCs plus 2 data centers T, = Sl t

 Redundant Datalogging o i v gfi (
— Realtime datalogging e
— QuickPanels with store/forward
— DNP3 Dataloggers with Store/Forward ™~ ' ‘

e High availability SCADA network
— Primary: private fibre optic
— Secondary: private wireless, with 45 second auto-failover
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Review:
What is SCADA?

T — e e _ - Ty —
R e g — 2B

\

SCADA = Supervisory Control and Data Acquisition
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Typical SCADA Architecture

~

SCADA View
SCADA View SCADA View - I
Terminals Terminals Terminals
I - SCADA network
SCADA Servers SCAD:‘ Reporting SCADA
i Servers
- SCADA network
SCADA Control SCADA
i - Control
Panels
- Field Wiring
Motor Control P i N N Packaged
Centres (MCCs) ! ' i \ Equipment
J | Flow | Analyzer | | Level
-l N e § ~ — e & - Field Devices
| Pumps || Blowers | I i | | Valves |
\ J / Instruments .
N —
Control Devices Control Devices

N B




NSy

Why we have SCADA systems

Unattended automatic control of water facilities

Logging of critical control parameters
— Chlorine Residuals (e.g., 5 minute recording intervals)
— Turbidity
— Well Flow Rates & Daily Flow Totals
— POE Flow Rates & Daily flow Totals
— Tower Levels & Pressure

Provides “visualization” of water facilities to Operators
Enables remote monitoring and control by Operators
Triggering and Annunciation of Alarms

Automated responses (increase chlorine dose, shutdown, etc.)
Reporting based on logged process data

SCADA Current Trends & Opportunities ,QJS\eI_ED 1 0
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Current State of SCADA Systems

e “Automation projects have the greatest opportunity to add value
when process improvements are made along with the application
of new technology.”

Peter Martin, VP of Schneider Electric
(previously CEO of Invensys, maker of Wonderware HMI software)

So why do so many of our SCADA systems “barely work”?

SCADA Current Trends & Opportunities
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Current State of SCADA Systems

Should this
guy be
designing
your water
utility’s
automatic
control
system?
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Current State of SCADA Systems

How about this
person?

They seem to
know a lot
about concrete
and pipe...
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Current State of SCADA Systems

Do we need to
involve
operations and
maintenance in
the design
process?
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Current State of SCADA Systems

Does this
programmer
need to
understand the
process to be
able to program

SCADA Current Trends & Opportunities
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Good Control System Design
iIs a team effort and requires time

Rushed Design & Programming
= Crappy SCADA

SCADA Current Trends & Opportunities
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Designing Process Limits & Operating Envelopes

7.6 Post-Contact Chamber Chlorine Residual
Using sodium hypochlorite addition, we aim for an operating envelope as follows from the post-contact

chamber sample line. Operationally we have found that a target of 0.80 mg/L (0.60 to 1.10]) results in

good chlorine residual readings in the distribution system.
Table 16 — Post Contact Chamber Free Chiorine Operating Envelope

2.50 mg/L High Chlorine Shutdown Interiock

2.25 mg/L| HIHI Chlorine Alarm

2.00 mg/L| Hi Chiorine Alarm

1.20 mg/fL Extreme top of Envelope i .. . —

1.70 mg/L Top of Envelope #“ ol ;L

0.80 mg/L Target g Pk by B

0.70 mg/L Bottom of Envelope W Qé @ 5 @ ?

0.60 mg/L Extreme bottom of Envelope g‘ E:E Eﬁ Eﬁ @ Eﬁ;:j 33

.55 mg/L LO Chlorine Alarm R

0.45 mg/ LOLO Chiorine Alarm 1 g .
7 /L _Low Chlorine Shutdown lntﬁrlck T

0.40 mg

SCHEDULE OF REVISIONS

Gty o Guenia® Wortar areided

Emma Well

e

. \ J

iz Robenson Boosir
14 Robenson Ra. Gleon
WS SENICEs - SUDRY

Swailie  PAID {10l 2)
well + Treatment

EMMA WELL UPGRADE PROJECT

T

i ,
T

I,
—’_l—:’—ui—-- N;I:él—-)—bmw

n

Process Control Narrative
(PCN)

i—
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There is an Automatic Control Systems Profession!

Depending on the project you may need to get a professional who

designs automatic control systemsinvolved!

This is not the same asa “programmer.”

An Automation Professional’s expertise includes: Control System Theory,
Instrumentation, Instrumentation, Safety Systems, Motor Control, Valves,
Actuators, Electrical Design, I/O Design, Programming, and Commissioning.

In the USA, where Engineering Licences are discipline-specific, there is a
separate Engineering License for “Control Systems Engineer.”

There are also certifications individuals can get to demonstrate their
skills/knowledge/experience with Automatic Control Systems.

$0k SYS, r

s}
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Common Problems with SCADA Design

Use of old out-dated technology
Use of old outdated programming templates and hardware,
many of the templates and techniques still being used are over 30 years old

“Let’s just copy what we did on the last job”
“Let’s just replicate what the old PLC/HMI did”

“How the control system will work” often left until too late in design process
Not enough time allocated to properly design the control system with
participation from operations, so programmers always playing catch-up

Not enough time is spent to model what operating ranges of the plant will be,
and when permissives, alarms and interlocks should be activated

Not enough time invested to write a proper Process Control Narratives and
P&ID drawings to define what process is supposed to be doing

Not enough time allocated in programming & commissioning schedules
Older SCADA programming packages often labour-intensive to program!

SCADA Current Trends & Opportunities ,%PD 1 9
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Two SCADA Books You Should Read

The
High Performance _
H M I The Value of

L ]
Automation
The Best Investment an
H a n d b oo k Industrial Company Can Make
A Comprehensive Guide to Designing,

Implementing and Maintaining
Effective HMIs for
Industrial Plant Operations

By Peter G. Martin, Ph.D.

By Bill Hollifield, Dana Oliver,
lan Nimmo, &Eddie Habibi (

SCADA Current Trends & Opportunities - 20
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So, what is new with SCADA?

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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What's new in SCADA?

1] Fix Desktop Yiew B =10] =|

Fil= ‘Wiew Alwrms Commands Applications Options Window Help

iler L ime (houwrs)
Filter #1 Filter #2 Filter #3

85.92 | 16.20 EENE]

g

FILTER FILTER FILTER
#1 #2 #3

SERVICE SERVICE SERVICE

Wy'all Pump Duty Matrix -11 "I -I

WY1  WYS
Lead
Lag

Standhv[_‘ u

Fuel Tank Leval(%%:)
738 |

CT  (mgfmin: | 162.5 | CT calcs I

Required CT > | 36 CT Trtndl TR,
Low chlarine audio alarm spc| 0. 100

<Pglp I PgDn> [ Main Menu | Comm Metwaork I Station Trends | Well Setpoints | Booster Setpoints

. What is running? « Is the process running well?

 Is anything
- What if your are colour blind? abnormal?
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SCADA: Situational Awareness

State of the environment

Situation Awareness

b

+ + Action
Perception cnmp_re- Projection ﬁ .
hension

To be an effective operator

you have to be aware of what your plant is doing

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Common SCADA problem

In some SCADA systems....
You can’t see the whole picture

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Common SCADA problem

e Wait for it

What your SCADA system may not be showing you

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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CAN

YOU

FIND

THE

PROBLEM

ON THE

SCADA

SCREEN?
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Friendly
SCADA Guy
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Situational Awareness

* To be able to react to a problem,
Operators need to be aware of the problem

* Old way operating “by alarm” (reactively)

* New approach: Present data to operators so they can proactively
respond to problems as they develop

* Reserve alarms only for events that require immediate action

e High Performance HMIs (Human Machine Interfaces)
* Alarm Management (better designed alarm systems)
* Understanding your operating envelope (know your plant’s limits)

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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High Performance HMIs
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High Performance HMIs

HMI = Human Machine Interface (computer screen)

uuuuu

o High Performance HMI
Colour scheme

LOADOUT €

| — 1]

L E [l
e[ T i b e

S
HEEEERE "

_h Za 10: Bulk Tanks
- "%
pra (&l
g MM A
o L e il M A
CRElEEEU) ,"L MMHHA
V i/ Wiy v
v VY \/ el
v Uiy
Termp v
w5 oun
Tank

Poor Colour Scheme

Temp 100.00 °F
Humidity 78.13 %
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High Performance HMI - Plant Running Normally

Notice the
Lack of Colour

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 -

Thermal Reactor - R400 Shape Preview
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Oakville, ON, Canada
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High Performance HMI — Showing Pump Statuses

Red/Green i
for status § —
Not i STOPPED
Running i
VS. e T
- —
Greyscale & Running 5 RUNNING
redundant i
coding |

(colour & text)

Pumps not monitored by SCADA (no status information) are just shown as mid-gray:

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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High Performance HMI — Analog Values

gften 480.1 psi  No Alarm Indication 480.1 psi Only d COIOur
een Change!
psi psi psi - psi
Better Diagnostic Priority 3 Priority 2 Priority 1
Priority
480.1 psi 480.1 psi 480.1 psi psi
Betterer| — : — — —
Diagnostic Priority 3 Priority 2 Priority 1
Priority
: 480.1 psi ; 480.1 psi A 480.1 psi - 480.1 psi @480.1 Si
Best! P P P P P
Diagnostic Priority 3 Priority 2 Priority 1 Suppressed
Priority Alarm

Show alarms in multiple ways: Colour, Shape, Text (“redundant coding”)

G ! I h Source: High Performance HMI Handbook
SCADA Current Trends & Opportunities ,\l&_& 33
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High Performance HMI — Analog Values Another Way

RECYCLE COMPRESSOR K43
Cool  Suct Inter  Dsch Suct  Inter Dsch E.Vib N.Vib W.Vib Motor OQil Oil
gpm psig psig  psig degF degF degF mil mil mil Amps  psig degF
<+—— Alarm Indicator
] | | ] ] ] ] | | | | | ]
|| | ] || ] — | | | 290 | l Alarm Range
| || - 170 ||
38.7 > > > > > > Desirable
B 93.1 185 95 120 12 > 9 > Operating Range
> 8 170
42.7 | m L B | 80
i Alarm Range
L | | L | | L L L | || || || | | 'i
\
Interlock
(Show Values ) (Show Trends ) Indicator

Source: High Performance HMI Handbook

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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High Performance HMI — Tank Levels Depiction

____________________

2Hrs 86.5%

Very Poor Better Trend and
Vessel Vessel Analog
Level Level Level
Indication Indication Indication

Source: High Performance HMI Handbook

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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High Performance HMI — Embedding Trends
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High Performance HMI — Display Hierarchy

Level 1 — Plant or Entire System Overview
— Entire Operator Span of Control. “Single-Glance”

* Level 2 — Sub-Process Overview
— More details than a Level 1 display, smaller area

* Level 3 — Equipment or Details Screen
— Specific details about part of the process or control

Level 4 — Specific Task or Diagnostic Screen
— Very detailed screen, only used for diagnostics

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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High Performance HMI — The old way

MIST PROD

FOREST GROVE
Pressure Sys DB

THINK COLD
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High Performance HMI

Proper Level 1 Display

Station Status Altair4 Mesklin Arrakis Trantor Pipeline Permissives
Breaker 15 Power OK
Alslc|plE]lFlG|H Alslc|plE]FlG|H Alslclip]lelrlclH]| J[alBlc|DlElFIG|H] |Simmsiess =
XFER |Diag AJAJAJAIMIAILA]A AJAJAJAIMRAJAIA AJAJAJAIMIATALA AlAJAJAIMIA]A]A Oil Pres Status OK
A A Level in TK-8776 OK
A| ON _ Gen System Status OK
N a Comp 88 in Auto NOT OK
C| ON H Lineup Ready OK
Sys Statu_s Checks OK
D| ON Bearing Readouts NOT OK
= I St T 75— o
1 utlet Temp < OK
F]ON Cooling Flow NOT OK
Sl 113112, 20 112 2 42 Po _ 43 8.0 100 06 _ 95 nfornal Cirout Check | oK
H| ON - - Bypass Closed OK
113 113 113 112 43 44 43 43 9.8 9.0 74 77 45 74 50 50 65 51 PESSCNreheD oK
P200 Status hMode I
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C <34 Stopped MAN - u
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w%

09

Altair4

Mesklin

———————————————-ﬁ:———
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(
I

/
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X

e

Arrakis Trantor
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High Performance HMI - ISA101 Standard

CONTINUOUS WORK PROCESSES
MOC Audit Validation
ENTRY ENTRY
New System New Display
Major Changes Display Changes I 1
SYSTEM DESIGN IMPLEMENT OPERATE Continuous
STANDARDS Improvement
Console Design Build Displays In Service
Philosophy >
HMI System ; Build Console Maintain
Style Guide Design H
a Test Decommission
Toolkits User, Task, o
Functional Train
Requirements
Commission
A Continuous o| | Display Design
Improvement Verification
l

Source: ISA101 HMI Lifecycle Diagram

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada

40




Alarm Management
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Alarm Management: ISA18.2

ANSI/ISA-18.2-2016 *

Management of Alarm Systems for the Process Industries
Alarm: An audible and/or visible means of indicating to the operator an
equipment malfunction, process deviation or abnormal condition requiring a
timely response.

Methodology for identifying, rationalizing and designing alarms to be a powerful
tool for operations, and eliminating non-useful alarms

Alarms Per Day
1000
. T 3 ]
700 ‘ ‘ ¢ ¥ . Py
- Ungl ’ \ IIHA!’ Typical example of
w00 ——F1> *‘ | 3 + [ results of 18.2 being
0 AVIA U] S ‘ implemented
e | , . . \a . . LS e P orennd AN A AN S (showing before/after)
o

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Alarm Management: ISA18.2

ANSI/ISA-18.2-2016: i
Management of Alarm Systems for the Process Industries

-Addresses the development, design, installation, and management of alarm
systems in the process industries

-Defines the terminology and models to develop an alarm system — and the
work processes to effectively maintain it throughout its lifecycle

-Six technical reports available to explain specific applications in greater detail
-Based on work by the ISA18 committee, which has been active since 2003.

-First version of ISA18.2 standard published in 2009, became |IEC-62682 in
2015, and updated version published in 2016.

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Alarm Management ISA18.2 Alarm Mgmt. Llfecycle
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Alarm Management: Master Alarm Database (MADB)

Centralized repository of approved alarms and their configuration.

An approved/documented list of all your alarms in one place.

(Note: there is a
low DO alarm)

check valves in field

Tag Priority Desc. Condition Consequence Consequence Expected Operator | Time to
If Ignored Severity Response Respond
P1-380-LAH-201 Low Aeration High Level Overflows in MINOR Check Level 2 hours
1 High Switch Activated | Secondary Controller
Level for 10sec clarifiers.
P1-380-AAL-102 MED Aeration DO below 3ppm Loss of Biological MAJOR Investigate and 1 hour
1 Low DO | for 30min Action, Risk of turn on additional
Damage to blowers
Biological Mass
P1-380-PALL-456A Low Aeration Less than 15psi Loss of Energy if Air | MINOR Check pressures in 4 hrs
1 Air Pres. | for 5min Leak, Poor air distribution
Low Low Aeration system via HMI,

SCADA Current Trends & Opportunities

Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Alarm Management: Master Alarm Database

e Alarm Tag
e Alarm Description (full description & what is shown on HMI)
* Identification: Trigger Condition, Purpose
* Rationalization:
— Consequence & Severity if Ignored
— Expected Operator Response, Time to Respond
— Alarm Priority & Alarm Class

— Justification for having this alarm configured!

* Design: Trigger Condition, On/Off Delays, Additional Filtering Logic, Setpoints,
Routing/grouping information for the HMI

* Operation: When put into service, If Periodic Testing is required

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Alarm Management: Key SCADA Features

* Master Alarm Database

* Ability to create non-alarm messages and logged events
e Support for Alerts, Prompts, and Maintenance Messages
 HMI Alarm Summary Display Screen

* Alarm Sorting, Filtering, Routing

e Alarm Areas/Grouping

e Alarm Priorities

e Alarm Classes

SCADA Current Trends & Opportunities
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Alarm Management: Key SCADA Features cont’d

e Standardizing Alarm Features with Function Blocks

* On-Delay, Off-Delay, Deadband

e Conditional Alarming: base condition plus additional logic
* Alarm Shelving Method with Authorization / Logging

e Alarm Out of Service

* Change Control — Permissions, Setpoints, Configuration

* Configuration Change Logging

» Alarm Setpoint/Attribute verification & enforcement

SCADA Current Trends & Opportunities
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Alarm Management: Non-Alarms

HMI: Alarms, Events and Notifications

* SCADA Systems can have multiple types of notifications

Operator
notification types

Operator is expected
to take an action

Operator might need to be aware but is
not required to take action

{Action might be expected from someone other than the operator.)

Arises from an

abnormal process or Alarm Alert
equipment situation
Arises from a normal

situation Prompt Status

Figure 6 — Sample criteria for notification types from an alarm philosophy

e SCADA systems should have support for:

Alarms

Other notifications: alerts, prompts, maintenance messages

Event messages

Logged-only events

SCADA Current Trends & Opportunities
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Alarm Management: Dedicated Alarm Display

* Dedicated screen for displays alarms — only alarms

* |deally on its own dedicated monitor in multi-monitor setup

£4 Open Alarm Viewer

B Catastrophic
O critical

DHigh

O Medium
ELow

B Selected

O Acknowledged

| RecentAlarms | Historical Alarms

|2008-06-02 09 23:02

|2008-06-02 08,2258

A

) f .
L 5. Home J &' Refrash )‘

Help

® Edit ) JAED

fn Acknowledge J'{ ﬁd', Glabal Atk ) L

Delete )

Delete All ) Tue.Jun 02 09:22:58 GMT+05:00 2009

e
SULPHURIC

|Channel_0_User_Def

|\Channel_0_User_Defi...

\Channel_0_User_Defi.

Alarrn Viewer

|0.009421613

|48.0

|20.00439

|Critical

|Critical

llohi ressage sul
|Uh\ limit messaone test

|lohi message limit Midure

2009-06-02 08 22:58

|2009-06-02 08:22:57

|2009-06-02 09.22:53

|Channel_0_User_Defi

\Channel_0_User_Defi

|Channel_0_User_Defi

|0 44344157

|Critical

\Critical

lIohi message sul

|Uh\ limit messaone test

llohi message sul

2009-06-02 09:22:52

8

|Channel_0_User_Defi

003 08
2009-06-03 08:22:48
|2009-06-02 08:22:48

|2009-05-02 05:22:43

|Channhel_0_User_Defi

|Channhel_0_User_Def

1021813764

|Critical

loh limit message test

\lohi message sul
Ik lifviit ressage test

Inhi ressane it Midure

2009-06-02 09:22:43
|2009-06-02 05:22:43

|2008-06-02 09:22:38

|Channel_0_User_Defi...

|Channel_0_User_Def

|Channel_0_User_Defi...

10319713764

128.449162

llohi ressage sul
o limit message test

|Dh\ message limit Mixdure

2009-06-02 09:22:38
|2009-05-02 05:22:33

|2003-06-02 09.22.34

|Channel_0_User_Defi. ..

|Channhel_0_User_Def

|\hannel_0_User_Defi...

1066381353

|8.772794

Medium

llohi ressage sul
o limit message test

|lo message limit Mixure

2009-06-02 09:22:33

|2008-06-02 09:22:33

|Channel_0_User_Defi

|Channel_0_User_Defi...

|018136518

|Critical

lIohi message sul

lohi] lirmit message test
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Alarm Management: Programming Best Practices

e Use a standardized function block in your PLC for all alarms
* Key Features:

— Raw Status vs. Alarm Bit

— Condition Inversion

— Logic-Based Suppression

— ON-Delay

— OFF-Delay

— Shelving / Out of Service support (if required at PLC-level)
* Additional Features for Analog/Value Alarms

— Deadband zjgg i = oup
X2 O

— Alarm Masking if Signal is Bad

Armed

— Masking of Lesser Alarms (L vs. LL) timerCycle "

— Rate of Change 1900 —
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Data Redundancy: Logging Data

* 0.Reg. 170 requires us to log chlorine residuals every 5 minutes (water)
* Permits require us to track flow rates and flow totals at facilities

e SCADA Systems are not perfect: unit failures and network outages do happen

e Best Practice is to have redundant data logging
— Main SCADA System logging data
— Data loggers at sites

* Existing Practice
— Redundant data loggers. Data must be gathered or imported manually into reporting system
— Custom programming often needed to implement backup data logging in PLCs

* New Developments
— New data loggers and operator terminals that do store/forward data logging
— Reporting systems and historians that can accept data from multiple sources
— Networking Protocols, e.g., DNP3, that have built-in time- stamping & store/forward logging
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Data Redundancy: Logging Data

Riemote clienis T BoUEES Enterprise

P g 90

Secunty Lipdale

Levvial 4

Vel serves HEsionan Sarvel Control Center
Firgwall
W
L .
E | :
2 i Dual DMZ LAN
1] S
b Anthvins /
AppSCahon
- AT E 1
Sigtion Stabon Station Frirmer SCADA Server  _— WIS

‘ Ciparaie Engineamg Appbcaban

TP HP T fﬁ
N i 5

ISA-99 Purdue Model Design Concept
Leweal 3

Local Oparatod Remote Site & ocal Croerats Remote Site B
[ ] SCADA Sereer : Wit ;II::;:-I - SCADA, St
; e A
BE L o S
- * | .
= |
| |
|
‘ |. | |
|
- |
E RTU PLC | R PLC
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SCADA C To the field To the field To the field
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SCADA Network Redundancy
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SCADA Network Redundancy

 SCADA is critical to operations
— Data Logging,
— Situational Awareness,
— Remote Control by Operators,
— Automatic Control,
— Alarms,

— Reporting

* SCADA relies on its process control network to stay online

— In-plant Ethernet networks
— Wide Area Networks (WAN) to remote sites

 Without the SCADA network, the SCADA system cannot operate

SCADA Current Trends & Opportunities
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SCADA Network Redundancy

e 0O.Reg. 170 — Drinking Water Systems
e Free Chlorine Residuals Must be Logged Minimum Every 5 minutes
e Low chlorine alarms must be communicated promptly

e Very challenging to meet this uptime for a SCADA network

e SCADA system must be online 24/7, 365 days/year

e Less than 5 min downtime/year = 99.9995% uptime

e Most IT Systems only reach 95 to 99% uptime (outages at night ok)
e SCADA system has to be 10,000 X more reliable than an IT system

SCADA Current Trends & Opportunities
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SCADA Network Redundancy

e SCADA Network Technologies
— Fibre optic (public)*
— Fibre optic (MPLS)
— Fibre optic (utility owned)
— Cellular / Wireless*
— DSL (private or public)*
— Radios - licensed*
— Radios — unlicensed*
— Bell Lines

— Private Cables
)

*these approaches usually require extra VPN routers/firewalls be used
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SCADA Network Redundancy: One Solution

m.ef-‘_..:?m

LI
% Primary /
Secondary
Atria Media
Converter

———=— Atria Media
b -I Converter

Atria

(PE}
PE WANM IP:
Rogers F
APN e
(PE)
Wireline

[Primar\r}_

Wireless PE:

Atria MC
| Wireless @
[ — BGP (Private
BGP (Backup) : | CEWANIP: ASN
(Private Wireless CE: e .
ASN ‘EI." T = -

lAN IP Addrsee:

Remote site [spoke)

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada

EACH WELL/BOOSTER

Main site objectives:
- Maintain status quo with existing Primary /
Secondary (standby) routers (no config. changes)
- Both Primary and Secondary routers will
continue to handle traffic via existing Atria MPLS
network

- Rogers will extend a connection from Atria
network to Rogers EON network via a new inter-
as bridge specific to the customer’s VRF

- Both Primary / Secondary routers will
communicate to new Wireless backup accesses
over this bridge via the existing Atria MPLS
network over BGP

Remote sites objectives:
- Maintain current Atria access via Fiber/MC

- Replace current Atria Router with a Rogers
Managed Cisco 1941 router w/HSPA+ wireless
backup module & antenna

- Rogers will build a new MPLS customer VRF on
the EON platform and inter-connect this with the
Atria MPLS customer VRF

- Wireless backup will be via Rogers EON network
back to Atria MPLS via inter-as bridge

- Wireline primary access will be direct from 1941
to Atria MPLS core via BGP

- Wireless will use AS Prepend inbound and local
pref outbound for Wireline

- Assumptions:

1. Private AS different from Host AS (no AS-
Override Required)

2. Hub and Spoke will be maintained and each
spoke will re-use the same Private-As (not

an be done)

STATION
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Cyber Security
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SCADA Cyber Security

e You need to protect your SCADA system for unauthorized access
e |n the past this was difficult to do
e Requires multipronged approach

_ People SCADA control system
networks must be kept
— Process separate from Corporate

IT networks

— Technology

e There is guidance now available on how to do this
— ISA/IEC-62443 (formerly known as ISA-99)
- AWWA GW430

— NIST Cyber Security Framework

SCADA Current Trends & Opportunities
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SCADA Cyber Security: ISA/IEC-62443

ISA-62443-1-1

Terminology,
concepts and models

ISA-TR62443-1-2 ISA-62443-1-3

System security
compliance metrics

Master glossary of
terms and abbreviations

&

ISA-62443-21

Requirements for an

iIcies

IACS security
management system

Pol

ISA-TR62443-2-2 ISA-TR62443-2-3
Implementation guidance
for an IACS security
management system

Patch management in
the IACS environment

ISA-TR62443-1-4

IACS security
lifecycle and use-case

procedures

ISA-TR62443-3-1

Security technologies
for IACS

ISA-62443-3-2 ISA-62443-3-3
System security
requirements and
security levels

Security levels for
zones and conduits

ISA-62443-2-4

Installation and
maintenance
requirements for IACS
suppliers

ISA-62443-4-1

Product development
requirements

Component

ISA-62443-4-2

Technical security
requirements for IACS
components

SCADA ®
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SCADA Cyber Security: ISA/IEC-62443

Corporate

Eorporate
Corporate  CowPB Workstations

Servers

External

MODEM
DUAL CORPORATE  Router L ; : DUAL CONTROL SYSTEM FIREWALL -
EIREWALLS
Configuration
’ Database Server - C::ttar:l
Server or ions
v G§¢
T External VPN N ' |
T Am— o . CONTROL SYSTEM LAN D
Remote DUAL CS LAN FIREWALL
Operations and ,—|
Facilities Control Historian - -
Zone ionsg | MM E
MODEM -
. Pool
R te B
epn;:mer:s:::ss cspayx | 'ELD LEVEL FIREWALLS ﬁ] |
Vendors Field Location
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Build on What you Have

SCADA is essential for both Operations and Compliance

Operators Need Situational Awareness to Operate Effectively
Use the SCADA HMI to show the whole picture to operators
SCADA Alarms systems must be rationalized/documented

Pay attention to data integrity by investing in data redundancy
SCADA networks are key to robust SCADA systems
Cyber Security is requires a multi-pronged approach

When upgraded SCADA systems, leverage what you have
Take advantage of new technology and ideas

SCADA Current Trends & Opportunities ,—@£LED 64
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How Guelph Water is Applying these Concepts
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SCADA: What Guelph Water is doing

Guelph Water Services

Arkell Diversion Chamber Clair Booster Robertson Booster

ADMIN1

GUEST is logged in

Alarm System Test Historian Trends

Arkell Well B Clythe Booster Scout Camp Station

Arkell Well 7 & Well 1 Dean Well Speedvale Tower

Arkell well 14 Downey Well Yerney Tower

Arkell Well 15 Emma Well Water Street Well

Arkell - Woods System Helmar Well Woods Chlorination

Arkell Well § Dodds Avenue Yalve Chamber University Well & Reservoir |

Burkes Well Membro Well Woods Power

Calico Well Paisley Station Woods Reservoirs| Woods Hatchesl

Carter Wells Park Wells Woods Booster |

Security Systems & Bldg Temp | Teledac Menu

Smallfield | Edinburgh Gazer

Pump Runtimes

Runtims 1 {oid} Runtims 2 g} Runtims 3 {oid} Waste ¥z Production

Storage Update Hpdro-UPS -Generators Power Monitors

Arkell Control WYerney / Clair, Control Well Limit Warnings/Shutdowns |

Yesterday Pumpage UVY/Gen Runtimes Presszure Map |

System Overview Zone 1 Dverview

PLC Controllers 1 | PLC Controllers 2

Zone 3 Overview Zone 2 Dverview MAP |

Dachboard

Aqueduct Test | Aqueduct Model Weather/Temp | Woods Fuel Depot

Clair Tower Queensdale Well Woods UV |

Well Levels | Chlorine Residuals PLC Fault Check | Open SCADA Spnc

Rain Fall m mm/min Unacknowledged Alarms

[

Temperature °C

Ack Date In Time In Time Last Mode Tagname Status Yalue Description
v 02/10/2018 10:55:14.273 10:55:14.273 WDSCADA DOBGO0100EPF CFN ALARM Downey Well Pump Power Monitor
v 29/09/2018 12:54:05.987 12:54:05.987 WDSCADA MEBGO0100EPF CFN ALARM  Membro Well Pump Disconnect Off
v 29/09/2018 12:54:05.921 12:54:05.921 WDSCADA MEBGO00100EOL CFN ALARM  Membro Well Pump Overload Alarm
v 29/09/2018 12:54:05.921 12:54:05.921 WDSCADA MEBGO0100EGA CFN ALARM Membro Well Pump General Alarm
v 29/09/2018 12:54:01.935 12:54:01.935 WDSCADA MEBGB0100ERPF CFN ALARM Membro Booster Pump Disconnect Off
|Tota|.:\ﬁ|rms_;:_ii3_ B D ||5i'I{5r_C_JtT'_ ; T T T |Sorl: Time In, Descending - - T Run
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High Density Information — careful use of colour

Water St. Well - WWS  mEEmm- v Il

Auto Control Status [g3{e]n]i{ed]}1]e]
Station OK to Auto Run {30}

Auto Run Mode Y[VE3y:{N]

Mode 1: Treatment by contact only
Control Mode m Mode 2: Treatment by contact and UV

Station Auto Enable [STY=]N=»

Lo | o |

Building & Security
Security Armed [=II[S0]
Instrusion Alarm []3
Trouble Status (o134
Door Status (MEeXiSa]

[ sz

Station Permissives

Weﬂ;"‘:np E Not Yet Cooldown 80psi
Column lubs 75psi S Starting 2kPa Flows & Runtimes ‘
solencid opens A P Start-up I mg/L t mg/L
for 60 sec kPa
on startup List of Alarms
&] FLUSH ‘
UV Cooling Valve g VALVE
I i~ Logged As SAMPLE ‘
CAMLOCK Clsd setpornt [T micm2 Hypo Pump LINE
Safety Factor mJlicm2 on Change v
' cv )] mdicm2
(0-3.78 Lihr)
To Wast:
o Haste cmd % UNDERGROUND P10 Zone 1 CT Calculator ‘
o Lone
Hypo Tank oV % EE BT
i 47 m3 vemey Tower Level REEE M o c2iculat Chiorine Residual
Js Speed Adjust Clair Tower Level JEXE m ine alculator ; orine Residua
CT Minimum 00 High Interlock ' mgiL
CT Achieved D POE Target 1l mgil
SMLof 750 [ Valid & CT Met Low Interlock U mgiL
-24. 1100 [ 0.901[33
12,50 m Static M
-27.40 m Drawdown
-36.62 m MPL
-18.62 m Intake
-58.40 m Bottom
(as of Aug 30, 2017) i ——
Q Last 2 Hours
Ack Date In Time In Time Last MNode Tagname Status Value Description
Station On Hrs
Total Alarms: 0 Filter: Area In “W\WS~ AND Tagname = "WW5*" Sort: Time In, Descending Run station Off N Hrs
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Better Pop-Up

Windows
Water St. Well -

WWS BRI coser I

@ WWS_Analog_Popup.ar P -
Auto Control Status [Fes[I[E[e] G Losmtletiatiiary Building & Security
Station OK to Auto Run 138} Well Level X Security Armed [EIE
= Instrusion Alarm [8]1S
Val -, B §
Auto Run Mode USTRU e trestmentog contactom alue BRI m  (-38.8t0 0) Raw Signal: Trouble Status [o] 8
e 1: Treatmen con only )
Control Mode m Mode 2: Treatment by contact and UV Alarm Setpoints: EIELEEY (R Cast24liiowrs Buli:::i?'lrgs;:':: gIZ_ESED
IJ: o T r .
Station Auto Enable [STX=]Ns R m Station Power (9]
i [000] = | o |o |_OK | Building Amps S<XHA S kw
EN DIS Lo:[ 000 e | s e | OK |
Well P w Tt T IE I Disabled]l OK | Station Permissives ‘
= I Cooldown T Bad Si i
— 229) gnal | En | ois | o (AN IGTE :
Column lube 75 :::;tt:,f;d ST s — Flows & Runtimes ‘
solenoid opens A ;L nst Start-up E mg/L
Jorst kPa WINIIOW MAXIMON AVERAGE (Ll a5 AT ‘
&] NOT WARNMED U RS
_— . wrr FLUSH Hypo Setpoints ‘
UV Cooling Valve I EFIED_2i2d S M VALVE e £
I o T O SAMPLE : )
canLoeck Cisd setpoint [EII]Y] mJicm2 Hypo Pump  camock v LINE Station Setpoints
Safety Factor )| mlicm2 on Change _
R Interlock Setpoints ‘
{0-3.78 Linr)
To Waste cmd PEYED % UNDERGROUND [ CT Calculator ‘
CONTACT TANK DEiTE
Hypo Tank oV K %
; 47m3 verney Tower Level EEEE M L o+ cicujator Chlorine Residual
_ Speed Adjust Clair Tower Level [FEE m = :
0.5% CT Minimum 4.00 High Interlock il maiL
DAL CT Achieved I POE Target 1\ mailL
5350 of 750L |JT ¥0.5% Valid I3 CT Met H3 Low Interlock L mgiL
ETNY m | 0.90203
42,50 m Static M
-27.40 m Drawdown
-36.62 m MPL
-39.62 m Intake
-39.40 m Bottom
(as of Aug 20, 2047}
PLC Reset
Last 2 Hours
Ack Date In Time In Time Last MNode Tagname Status Value Description
O Fr= Chbsrine
B Vemey Tower
[ Clsir Tower Le
Station On Hrs
otal Alarms: 0 Filter Area In "W\W3" AND Tagname = "WWs*" Sort Time In, Descending Run station Off X Hrs
G CITY OF I h
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Better Pop-Up Windows — “analogs”

Auto Cc

\ Building & Security
Station OK WE II LE?E I R iecurity Armed [YIT]=]

Aut strusion Alarm [l
lrouble Status [6].¢

¢ value BEXEE m  (-38.8to 0) Raw Signal: [0 sulding Temp (LZ 3N DeoC
Station Station Power (9]
Building Amps SEEHA LXK kW
Well Alarm Setpoints: Enabled? ALARM Last 24 Hours Station Permissives ‘
HIHE| 000 =n | ois | @ EENEY BN Fiows & Ruriimes |
T YT E B Disabled]  OK | st _|
Hypo Setpoints ‘
LO: D-EEI EN HERE ADisabled m Station Setpoints ‘
LOLO: D-Ea EN oIS | & DiEﬂh‘IE m Interlock Setpoints ‘
: CT Calculator ‘
Eﬂd Slgnal EH EIE. l:l E"ﬂhIEd m ulator Chlorine Residual
4.00 High Interlock @mgm
27.81 POE Target DOl
let W2 Low Interlock ! mgiL
MIMIMURM  MAXKIMURWM AVERAGE

oy am Ml WS
2 TODAY -23

YESTERDAY IEETRX ACK | ————=
PLC Reset

Last 2 Hours

Ack Date In Time In Time Last MNode Tagname Status Value Description
ame 1
[ Clsir Towsr Level
Station On Hrs
otal Alarms: 0 Filter: Area In "WWS™ AND Tagname = "WWs*" Sort: Time In, Descending Run station Off X Hrs
G CTY OF I
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Better Pop-Up Windows — pump starter

Water St. Well - WWS  mammm- v~ Il

Building & Security
. Security Armed [0

. Instrusion Alarm []3
X Trouble Status (o134

Door Status (WKeXiSa]

Auto Control Status [gi{e]n]i{ed]}1]e]

(g WWS_Popup_Pumf

-
WWS Well Pump

Runtimes

This Run Cycle  [ELE hr
Control Source SCADA Manual CMDs Motor (Resettable) 39500 Building Temp prX] DegC
Pump (Resettable ki hr -
Cumulative ¥ iy Station Power 8]

Building Amps R kW

= M
ACK "
A

AULNE AUTO CMD

& Auto

Station Permissives

Volume Today m3
EIVE MAN CMD Volume Yesterday| fliR m3

81psi
kPa i ‘
ShowiHide . 1 - Flows & Runtimes
i mg/L mg/L
e - List of Alarms ‘
&] LY Lis
FLUSH Hypo Setpoints ‘
UV Cooling Valve (A L] VALVE ik =
X m%cx - - DHPLE Station Setpoints ‘
CAMLOCK Clsd setpornt [T mlem2 Hypo Pump v LINE p
Safety Factor mJdiem2 on Changs -
o IR mocmz Interlock Setpoints ‘
(0-3.78 Lihr)
To Wast:
o Waste cmd A UNDERGROUND P10 Zone 1 CT Calculator ‘
o Lone
Hypo Tank cv % (EEC BT
i 47 m3 vemey Tower Level REEEM o 1 2 iculat Chiorine Residual
. Speed Adjust Clair Tower Level m ine alculator ; orine Residua
0.5% CT Minimum 4,00 High Interlock I maiL
ADo% CT Achieved JIFE) POE Target BRI mgiL
S35L of 750L | Y0.5% Valid 38 CT Met = Low Interlock \ mgiL
| 0.90208
42.50 m Static M
27.40 m Drawdown
-36.62 m MPL
-18.62 m Intake
-58.40 m Bottom
(as of Aug 30, 2017) _——
PLC Reset
Last 2 Hours
Ack Date In Time In Time Last MNode Tagname Status Value Description
Station On Hrs
Total Alarms: 0 Filter: Area In “WWS™ AND Tagname = "WWs*" Sort: Time In, Descending Run station Off K Hrs
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> @ F

WWS Well Pump

ﬂ -

Runtimes
This Run Cycle 27 70
Control Source SCADA Manual CMDs Motor (Resettable) [Reklsfs hr
= Pump (Resettable} JPRCE hr
BEtte r PO p- U p ACK on 1 Cumulative hr
A Auto
° Valume Today m3
WI n d OWS - p u m ps GO AUTO CMD O MAN CMD Volume Yesterday IRCI M3
Show/Hide j
[E 5 Popup Pump.grf
WWS Well Pump Runtimes X |
This Run Cycle iy, hr
Control Source SCADA Manual CMDs Motor (Resettable) 3.0 Al
M Pump (Resettable 239.59040
— i 73 hr
ACK On Cumulative 23951
A Auto
Volume Tnday ma3
UV AUTO CMD SR MAN CMD Volurme Yesterday 961k
Showi/Hide
Permissives Interlocks (Reset Required) Man.Aute  Alarms
Facility Power OK 01088 Well Level Below MPL 010 I8 Bl (s)Well Pump Fail to Start Alarm o1
Well Pump Starter Power OK 02 0fJ8 Wel Pump Flow Rate Above Permit 020 ST BT8l (S) Wel Pump Fail to Stop Alarm ESIOK, |
Well Pump Daity Flow &bove Permit 030 14 BL@l (5] Wel Pump Uncommanded Start Alarm iEeEloN, |
Well Pump Starter Fault 04c BT BT (S) Wel Pump Uncommanded Stop Alarm eloK |
Well Pump Low Flow (= SLis, 30s) 050 OK, | Well Pump Starter No Power WZel0K |
Global Chioring Interlock WGs0K MoK | Well Pump Left In Local For 30 min oK |
Hypo Pump Interlocked o7o oK, | Well Pump Starter Fault Alarm IRsjOK |
Hypo Pump Did Mot Start In 5 Sec 080 0K | Well Level Mear MPL Alarm 0K |
Well Lewel Bad Signal 080 m Well Pump Daiby Flow Mear Permit Alarm DE-OE_
UV Lost Warmed Up Status (Mode 20100 ¥[8l B8 Well Pump Flow Near Permit Alarm SOk |
UV Interlocked (Mode 2) 1126 T4 Well Pump Shutdown on Interlock alarm 1103
Well Pump E-Stop Pressed (EEA0K BoK | Well Pump E-Stop Pressed Alarm 10K |
Hardwired Low Chloring Interlock 13053 m

< Enabled
@ Disabled

(S} = Special Caze: Virtual alarms mazked on power outage.
“irtual alarmz alzo act az interlocks & require reset.
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Better Pop-Up Windows — motorized valve

Water St. Well - WWS

I - e

Auto Control Status [gi{e]s]i{ed] ]e]

[F4 \WWS_Popup_OpenClose_CM

UV Cooling Valve

SCADA Manual CMDs

| ciose|

y

£

<

Control Source

ACK W

Building & Security

Security Armed [=II[I8]
Instrusion Alarm [e]i
Trouble Status [o]4
Door Status (WKelids]

cLSD A || Auto
Mo Positon Feedback I ~UTO ACTIVE CMD AN ACTIVE CMD Station Permissives ‘
Show/Hide J 82psi
— 5 psi Tnstalled - kPa Flows & Runtimes ‘
snlem;id gopens KkPa Start-up I mglL : mgiL
for 580 .
e - List of Alarms ‘
Mg il
FLUSH Hypo Setpoints ‘
UV Cooling Valve Ll VALVE U £
4 mu%{:x - = APLE Station Setpoints ‘
camMLoCK Clsd setpomt [ETHANY) miem2 Hypo Pump v LINE p
Safety Factor . 1)) mJicm2 On Changs B
o I moicmz Interlock Setpoints
(0-3.78 Lihr)
To Wast
0 Waste - "o CT Calculator ‘
»To Zone 1
Hypo Tank cv * %
: 47 m3 vemey Tower Level REEEM o 1 c2iculat Chiorine Residual
e Speed Adjust Clair Tower Level E:XE: m ine alcuiator ) orne Residua
0.5% CT Minimum 00 High Interlock BZ3 mg/L
A0 CT Achieved B8 POE Target RN mg/L
s35L of 750L (I Y0.5% Valid I3 CT Met Low Interlock R mg/L
EYRE m | 0.90203
42,50 m Static M
-27.40 m Drawdown
-36.62 m MPL
-38.62 m Intake
-39.40 m Bottom
(as of Aug 30, 2017) e
PLC Reset
Last 2 Hours
Ack Date In Time In Time Last Mode Tagname Status Value Description

Run

Sort: Time In, Descending

Total Alarms: 0 Filter: Area In "WW3" AND Tagname = "WW5*"

station Off [l Hrs

Guelph

SCADA Current Trends & Opportunities
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[H
Better Pop-Up
Windows -

CLSD

Control Source

M

A

L4

Auto

No Positon Feedback

I -.UT0 ACTIVE CMD

UV Cooling Valve

SCADA Manual CMDs

e

I 1220 ACTIVE CMD

Motorized Valves

4 WWS_Popup_OpenClose_CMD.grf

UV Cooling Valve

SCADA Manual CMDs

Coentrel Source
M '

& Auto

CL5D

Mo Positon Feedback I -UTC ACTIVE CMD I 12N ACTIVE CMD

Alarms
(S)Valve Failed to Open Alarm
() Valve Fail to Close Alarm
(5)Valve Uncommanded Open Alarm
(5} Valve Uncommanded Cloze Alarm

Interlocks

0K | None

Permissive
Valve Power OK

o Enabled
& Disabled

(5) = Special Case: Virtual alarms masked on power outage.
Wirtusl zlarms also act 3= interlocks & reguire resset.

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada

Guelph
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Show/Hide

REI0K |
EEOK |
EEIOK |
WPEI0K |

x|

Show/Hide

=l
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Better Pop-Up Windows — hypo dosing pump

Water St. Well - WW

ADMIN is logged in

(z AWS_Popup_Pump_Hy arf . -
Auto Control Status [JiU8[8]I[&[ & SH P = Building & Security
- WW. 0 Fum : .
Station OK to Auto Run [J138)§ yp P Runtimes . Security Armed [EIIEN
Control Sol SCADA M 1 CMD This Cycle 27 7 i
Auto Run Mode TV AN SOMIES anualEiEs Tube (Resetiable) el Instrusion Alarm [SId
Mode 1: Treatment by on A Pump (Resettable) S riblo s o 0K
Control Mode [[sJ3[=K] ‘ e T ruane hr Door Status (MReEI=]
Mode 2 Treatment iy 4 Building Temp F¥X SN DegC
- A | [ — '
Station Auto Enable [JJ:\=]H=s e ) I: h Station Power |8
e Cmd N % EOM AUTO CMD EOMAN CMD TS IS ER I f Building Amps SxFHA KX, kW
Ie cv FIWE % EE¥E AUTO CMD % [L]Man CMD % Tube HiHi Setpoint [ Z00 0] nr
ShowiHid Station Permissives ‘
Well Pump M
E Not Yet Permissives Interlocks (Reset Required)  Man.Auto Alarms 5
Cokmmite 75psi Installed Facility Power OK 0108l Hypo Pump Faul 010Gl BTl  (S)Hypo Pump Fail to Start Alarm (IEIOK | Flows & Runtimes
solenoid opens A , L
for 60 sec kPa Hype Pump Power 0K 022878 Hypo Pump Tube Leak Fautt 028 B  (5) Hypo Pump Failto Stop Alarm VEEIOK | L fA
TLERLY (5) Hypo Pump Uncommanded Start Alarm 030@_ isto arms
; (S) Hypo Pump Uncommanded Stop Alarm 040 SIS . ‘
USH
UV Cooling Hypo Pump No Power Alarm oso i hLve Hypo Setpoints
Z Hypo Pump Left in Local (5 min} Alarm UGOEm . .
CAMLOCK Hypo Pump Fault Alarm breiok | Station Setpolnts ‘
(S) Hypo Pump Speed Deviation Alarm Etelok | Interlock Setpoint
Hypo Pump Tube Runtime HIHI Alarm UQOE_ MISLy SlELliE
Hypo Pump Tube Runtime HI Alarm (lok | CT Calculat
Hypo Pump Leftin Man. 10 min Alarm 110 SIS — LplRir
Hypo Pump Tube Leak Fault Alarm 120 o R m
Hypo Pump Shutdown on Interlock Alarm 13 ¢ SIS o IEXE m Online CT Calculator Chlorine Residual
Hypo Pump Speed Bad Signal Alarm 14 B CT Minimum % H\gprggt_anocltn T malL
CT Achieved arges [l mgil
valid 38 CT Met Low Interlock I mall
i I‘T‘I < Enabled (S} = Special Case: Virtual alarms masked on power outage.
gig: gt;t":dw" @ Disabled Virtual alarms aleo act as interlocks & require reset. M
-36.62 m MPL
-38.62 m Intake
-53.40 m Bottom
(a5 of Aug 30, 2017)
PLC Reset
Last 2 Hours
Ack Date In Time In Time Last Mode Tagname Status Value Description Pen
W wel Level

Total Alarms: 0 Filter: Area In "WWS™ AND Tagname = "WW5*"

Sort: Time In, Descending

B Discharge Flow
[l Fost Chiorine Residual
O Pre Chiorine Res
W Verney Towsr Level
B Clair Towsr Level

Station On Hrs
station Off Il Hrs

SCADA Current Trends & Opportunities
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Better Pop-Up Windows — UV System

Water St. Well - WWS  mammm- v~ Il

Auto Control Status [gi{e]s]i{ed] ]e]

L

Colu
solenoi .
fa Permissives

= Facility Power OK

UV System Power OK

Cooling Valve in Auto

o Enabled
@ Disabled

Water St. Well UV Runtimes

This Run Cycle
Control Source

]
A (&) Auto

BIfelE AUTO CMD

SCADA Manual CMDs

Lamp 2 Runtime
Lamp 3 Runtime ¥
Lamp 4 Runtime #

SIEEMAN CMD

Interlocks (Reset Required) Man.Auto  Alarms
01o6I: UV Critical Alarm Interlock 1o BTH BT (S)UV Failto Start Alarm

02 OF[@ UV Major Alarm Interlock 020 5T BT (S)UV Failto Stop Alarm
UV PLC-to-PLC Comms Loss Interlock03< BT MM (S) UV Uncommanded Start Alarm
Mom UV Low Do=e Interlock (iE%e] m m (S) UV Uncommanded Stop Alarm
U\ Lamp 1 Runtime Interlock 050 T4 UV System Mo Power
0so I8 BT UV Left In Local For 20 min
(e m Em UV Shutdown on Interlock Alarm
0z I8 BT UV Dose Bad Signal Alarm
090 7@ BT UV Minor Alarm

U\ Lamp 2 Runtime Interlock
U\ Lamp 3 Runtime Interlock
UV Lamp 4 Runtime Interiock
UV Dose Bad Signal Interlock

Lamp 1 Runtime g2

x|

uvDose cv.  ENRE mJicm®

ShowMHide

oK |
zoT
(EIOK |
(Eelok |
(E=lok |
[Eiok |
RSO |
Wbok |
(EE0K |

(S) = Special Case: Virtual alarms masked on power cutage.
Virtual alarms alzo act as interlocks & require reset.

(as of Aug 30, 2017)

PLC Reset

82psi
~kPa
i mglL
_b
Logged As
Productiol

Verney Tower Level g m
Online CT Calculator

Building & Security
Security Armed [=II[I8]
Instrusion Alarm [e]i
Trouble Status [o]4
Door Status (WKelids]

Station Permissives

Flows & Runtimes

List of Alarms

Station Setpoints

Interlock Setpoints

|
|
|
Hypo Setpoints ‘
|
|
CT Calculator ‘

Chlorine Residual

CT Minimum 4.00
CT Achieved PERE
Valid I3 CT Met U=

High Interlock X1 mg/L
POE Target WK mg/lL
Low Interfock KRV ma/L

M

Last 2 Hours

Ack

Date In Time In

Total Alarms: 0

Time Last Mode Tagname Status Value

Filter: Area In "WW3" AND Tagname = "WW5*"

Sort: Time In, Descending

Description

Run

Station On Hrs
station Off [l Hrs

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Better Pop-Up Windows — UV System specific alarms

Water St. Well - WWS  mommm- s Il

Auto Control Status [gi{e]n]ile{| el
Station OK to Auto Run [J{F:1a)4
Auto Run Mode NJIRyN:{E]

Mode 1: Treatment by contact only
Control Mode
m Mode 2: Treatment by contact and UV

Building & Security

Security Armed [XIT[S8]
Instrusion Alarm [8]i4

@

Station Auto Enable [SIT.\=TH=»
Water St. UV Alarms X
EN DIS
UV ALARMS Critical Alarms Grouped OTAMM  Major Alarms Grouped WMl Minor Alarms Grouped CTHMM  Lmissives
Well Pump ETTET Ballast Temperature High 01 (Ml UV Low Dose o1 (A UV Sensord Signal Saturation o1 A
E Not Yet Starti Low Water Level 0z E_ Lamp 1 Failure 02 :‘1_ UV Senzor 2 Signal Saturation 0z @_ Runtimes
ICDH-!:!H lube 75 psi Installed ng Reactor Temperature High 03 A Lamp 2 Failure 03 A UV Sensor3 Signal Saturation 03 A
== e"?:]r ;npe;: A kPa Start-up Wiper Revolution Sensor Fault (FSOK | Lamp 3 Failure ps THEM UV Sensord Signal Saturation 04 O
on startup Wiper Travel Time Excesded 05 W[HEM  Lamp 4 Faiure o5 ZTAEM UV Sensor 1 Calibration Required 05 DLANEN  Alarms
Wiper Home Limit Fault o5 (MM Balast 1 Faiure o T UV Sensor 7 Calibration Required 05 B0
Multple Ballast Failure o7 GTAEM  Balast 2 Faiure 07 T8 UV Sensor 3 Calioration Requied 07 LGBl etpoints
UV Cooling Valve Muttiple Lamp Failure o2 (W Balast 3 Failure oz TAE UV Sensor 4 Calibration Required ENOK |
I Dust Cap OFf Alarm oo GTAEM  Balast 4 Faiure (ENOK | ;
CAMLOCK . . Note: The UV wil 4 i I etpoints
Clsd setpoint [JEEX] mJicm2 UV E-Stop Active 10 G UV Sensor 1 Signal Loss 10 STQ Mote: The UV will report a grouped minor alarm
Safety Factor [EF )| mJicm2 Low Flow Rate 11 [TH UV Sensor 2 Signal Loss 11 ETANE  fthere = an unacknowledged alarm on the UV panel. E——
v cv WL mliem2 Board Comms Time Out 12 [TM UV Sensor3 Signal Loss 12 T etpoints
i 0
To Waste UV Senzor 4 Signal Lozs 13 (T culator
Lamps Runtimes Warning (1s)  Shutdown (1s) Limit
Hypo Tank e CURRENT VALUE STATUS SETPOINT STATUS SETPOINT  MAX FROM PERMIT
L2 Residual
Lamp 1 Hrs |eo o -
3% 4 B LEGEND ck I mglL
ENABLE DISAELE BUTTON
Lamp 2 m Hrs | o 1] ENABLE DISABLE STATUS pet WK mg/l
— 4500 — 4995 SETPOINT ck I malL
oo oy anps BRI (5] ¥ | [7]
1 | IF SPECIAL TIME DELAY
m = mm Lamp 4 ers ° b INTERLOCK/ALARM STATUS (PINK = ACTIVE}
-12.50 m Static < Enabled @ Disabled L\
<27 40 m Drawdown
-36.62 m MPL
-38.62 m Intake
-55.40 m Ecttom
{as of Aug 30, 2017) e
N I
PLC Reset
Last 2 Hours
Ack Date In Time In Time Last Mode Tagname Status Value Description
Well Level
ischarge Flow
Post Chicrine R:
e Chiorine Res
W Clair Towsr Level
Station On Hrs
Total Alarms: 0 Filter: Area In "WWS" AND Tagname = "WW5*" Sort: Time In, Descending Run station Off X Hrs

SCADA Current Trends & Opportunities
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Pump Runtimes

Ak ©C& VA~ \ANAIC

OK

Well Pump Hypo Pump

CLOSED

224

33.3 [435.0

Run Cycle Runtime hr Run Cycle Runtime
Cumulative Runtime hr Cumulative Runtime

___27.60l
| 2393

Motor Runtime Resettable hr FPump Runtime Resettable
Pump Runtime Resettable hr Tube Runtime Resettable

239400
| 2227 41

UV System

Volume Pumped - Today m3 Run Cycle Runtime
Volume Pumped - Yesterday R s Cumulative Runtime

____0.00l
| 210.5010

Volume Reverse - Today [ (uk System Runtime Resettable

| 210.60]

Volume Reverse - Yesterday m3 Lamp 1 (resettable on UV)
Volume Net - Today m3 Lamp 2 (resettable on UV)

Volume Net - Yesterday m3 Lamp 3 (resettable on UV)
Lamp 4 (resettable on UV)

| 824001
824 .00
| 2186.000
| 218600l

|_Daten [ Timemn |

SCADA Current Trends & Opportunities G Ue|ph
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada

77



NSy

Status Information on Sequences

Z=lE]

PRODUCING
READY
JUSTRUN

&

WWS

_Setpoints.grf

| Station Setpoints X |
|5tatinn Mode Select

Just Run

Idle

Flushing

Cl Check+ Flush
UV Warming Up
Producing

Wait/No Permissive

Start Up Sequence

Allowable Startup Time minutes

If allowable startup time expires while in States 1,2, 3, or 4, it will auto shutdown
by going to state 0. To restart it, click Station Auto Enable "EN" button.

Control Mode

m Mode 1 | Modezl

Mode 1: Treatment by contact only
Mode 2: Treatment by contact and UV

Time Delay
noe

0@ minutes m minutes
020 30jsec  Msec

039 Only Applies to Mode 2
04

Time Elapsed

nse

Time Delay Time Elapsed

m minutes

Pre Contact Min  Post Contact Min

mgiL moiL

Hote: Well Pump Starter opens water
lube zolenoid for 80sec before start.

m

Current Time From PLC

Current DE FromPLC

SCADA Current Trends & Opportunities

Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Building & Security Information

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada

Building & Security

Security Armed EY{ISn]
Instrusion Alarm (e}
Trouble Status (e, 4
Door Status (HEeli3s)
Building Temp prX!
Station Power 2]}
Building Amps SEFEA LR KW

Station Permissives




Online CT Calculator — drinking water treatment

4 WWS_CT_CALC.grf

Water St. Well CT Calculator il

Temperature (deg C) Constant
pH (pH) Constant
CT Required (2log) (min* mgiL) (From Table)
CT Required (4log) {min*mg/L) (From Table)
CT Required Y] (min*ma/l) (Guelph Standard)

CT Minimum XD (min * mgiL)

Current Volume (m3)
Residual (mgiL)
Flow (LIS)
Baffle Factor (Ratio, From Table)
CT Achieved {min * mgiL)

CT Valid iIf§
CT Met {8

SCADA Current Trends & Opportunities G uelph
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Station Permissives

(‘: WWS_Permissives.grf
Water St. Well Station Auto Permissives X || i
Station Auto Control Permissives
Facility Power QK for G0sec o
FPre Contact Chlorine Analyzer Mo Bad Signal 2o
Well Pump Flow No Bad Signal 03
U Cooling Valve in Auto EL O, |
LV System in Auto 050
Discharge Pressure Mo Bad Signal 05
LV Dose Feedback Mo Bad Signal 07
FPost Contact Chlorine Analyzer Mo Bad Signal EI-EO
Hypo Pump in Auto 092 ol
Hypo Pump Speed Feedback Mo Bad Signal 10
Well Level Mo Bad Signal 110
Well Pump Mot Interlocked 120
Hypo Pump Mot Interlocked 132
LV System Mot Interlocked 140
UV Cooling Yalve Mot Interlocked 150 ol
Well Fump In Auto and Starter Has Fower 160
Global Chlorine Interlocks (Reset Required)
Grouped Setpoint
Post Contact Chlorine Low Interlock Mo magiL
Post Contact Chlorine High Interlock 020 ma/L
FPaost Contact Chlorine Analyzer Bad Signal Interlock 030
Fost Contact Chlorine Analyzer Fault Interlock 040 ol
Pre Contact Chlorine Low Interlock 050 malL
Pre Contact Chlorine High Interlock 1:7s] maiL
Pre Contact Chlorine Analyzer Bad Signal Interlock 070
1 FPre Contact Chlorine Analyzer Fault Interlock u-ao
——— Pre Contact Chlorine Hardwired Interlock 080
SCADA Current Trends & Opp 81

Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada —



List of All Configured Alarms for a Site

Water St. Well Alarms

01 Building Power Failure Alarm Well Pump Pressure Bad Signal Alarm 75 UV Fail to Stop Alarm o
02 Building Security Intrusion Alarm Well Pump Pressure HIHI Alarm 78 UV Uncommanded Start Alarm oK |
03 Building Security Trouble Alarm Well Pump Pressure HI Alarm 77 UV Uncommanded Stop Alarm o
04 Station Failed to Auto Start Alarm Well Pump Pressure LO Alarm 78 UV No Power Alarm oK |
05 Pre Contact Cl. Residual Bad Signal Alarm Well Purnp Pressure LOLO Alarm 79 UV Leftin Local (30 min) Alarm oK |
05 Pre Contact Cl. Residual HIHI Alarm Well Level Bad Signal Alarm 80 UV Shutdown on Interlock Alarm IOk
07 Pre Contact Cl. Residual HI Alarm Well Level HIHI Alarm &1 UV Dose Bad Signal Alarm oK |
08 Pre Contact Cl. Residual LO Alarm oA 45 Well Level HI Alarm 22 UV Minor Alarm From Trojan FLC LA
09 Pre Contact Cl. Residual LOLO Alarm ofE] 45 Well Level LO Alarm 23 UV Major Alarm From Trojan PLC LA
10 Pre Contact Cl. Analyzer Fault Alarm oAl 47 Well Level LOLO Alarm 84 UV Critical Alarm From Trojan PLC LA
11 Well Pump Flow Rate Bad Signal Alarm o 43 Well Pump Fail to Start Alarm a5 Cooling Valve Fail to Open Alarm o
2 Well Pump Flow Rate HIHI Alarm SJOK 48 Well Pump Fail to Stop Alarm g5 Cooling Valve Fail to Close Alarm 10K
13 Well Pump Flow Rate HI Alarm ( 50 Well Pump Uncommanded Start Alarm 87 Cooling Valve Uncommanded Open Alarm oK |
14 Well Pump Flow Rate LO Alarm 51 Well Pump Uncommanded Stop Alarm 88 Cooling Valve Uncommanded Close Alarm oK |
15 Well Pump Flow Rate LOLO Alarm 52 Well Pump Mo Power Alarm 29 Cooling Valve Na Power Alarm oK |
70.00 16 Hypo Tank Level Bad Signal Alarm 53 Well Pump Leftin Local {30 min) Alarm 40 QuickPanel Comms Failure Alarm
7 Hypo Tank Level HIHI Alarm 54 Well Pump Starter Fault Alarm %1 PLC Comms Failure Alarm 1 0K
8 Hypo Tank Level HI Alarm 55 Well Purnp MPL Warning Alarm 92 PLC Comms Failure Alarm 2
18 Hypo Tank Level LO Alarm 55 Well Pump Flow Rate Max Warning Alarm 93 PLC Major Error Alarm OK
20 Hypo Tank Level LOLO Alarm 57 Well Pump Daily Flow Max Warning Alarm 94 PLC Forces On Alarm
21 Hypo Tank Level Loss of Echo Alarm Well Pump Shutdown on Interlock Alarm 95 PLC Read From UV Comm Fail OK

22 Discharge Pressure Bad Signal Alarm
23 Discharge Pressure HIHI Alarm

24 Discharge Pressure Hl Alarm

25 Discharge Pressure LO Alarm

26 Discharge Pressure LOLO Alarm

27 Building Temperature Bad Signal Alarm
28 Building Temperature HIHI Alarm

25 Building Temperature HI Alarm

30 Building Temperature LO Alarm

‘Well Pump E-Stop Pressed Alarm
Hypo Pump Fail to Start Alarm

Hypo Pump Fail to Stop Alarm

Hypo Pump Uncommanded Start Alarm
Hypo Pump Uncommanded Stop Alarm
Hypo Pump Mo Power Alarm

Hypo Pump Leftin Local (5 min) Alarm
Hypo Pump Fault Alarm

Hypo Pump Speed Deviation Alarm

31 Building Temperature LOLO Alarm Hypo Pump Tube Runtime HIHI Alarm

32 Post Contact Cl. Residual Bad Signal Alarm  o[{[4ill 69 Hypo Pump Tube Runtime HI Alarm

33 Post Contact CI. Residual HIHI Alarm o[d[4lll 70 HypoPump Leftin Manual (10 min) Alarm
34 Post Contact Cl. Residual HI Alarm o 71 Hypo Pump Tube Leak Fault Alarm

35 Post Contact Cl. Residual LO Alarm o 72 Hypo Pump Shutdown on Interlock Alarm
36 Post Contact Cl. Residual LOLO Alarm o 73 Hypo Pump Bad Signal Alarm

37 Post Contact Cl. Analyzer Fault Alarm L=10K. 74 UV Fail to Start Alarm

@ Enabled @ Disabled

toaAams0

SCADA Current Trends & Opportunities G Ue|ph
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada
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Well Permit Values, Warnings and Interlocks

WWS_TLCK_Setpoints.agrf
Water St. Well Interlock Setpoints X
Well Permits Warning (60s) Shutdown (60s) Limit
CURRENT VALUE FTATUS FETPOINT 3TATUZ SETPOINT MPL FORWELL PROBE DEPTH

i el -23.6 LI ETX) RN BT | -36.52 i 38.80

it also disables the well level bad signal interlock. . ..
Warning (60s) Shutdown (60s) Limit
CURRENT VALUE STATUS SETPDINT ETATUS SETPOINT PERMIT { 24 hrs

Well Pump - Max Flow Rate (FH) PYXPYL/s [o] 34.0] [o]37.88] KD

Warning (60s) Shutdown {(1s)  Limit
CURRENT VALUE ETATUS SETPOINT STATUS SETPOINT FROM PERMIT

Well Pump - Max Daily Flow (FaH) [JEEZE]m3 [o] 6500] [o[ 6546] I3

Warning {60s) Shutdown (15) Limit

Chlorine Interlock e CONTACT CURRENT VALUE OTERLOCK  FeH ITERLOCK

125 [P 050 B 250 [

POET CONTACT CURRENT VALUE

CURRENT VALLUE LOW INTERLOCK

m mJicm2 m.ucmz

The UV has a built in automatic shutdown for low dose. This interlock is an
extra shutdown just in case.

UV Dose Interlock

LEGEND

EMABLE DISABLE BUTTON
EMABLE DISABLE STATUS

SETPOINT

HOW TO RESET THE SHUTDOWN ALARMS

1) Well Level MPL shutdown: reset on pump screen
2) Well Max Flow Rate shutdown: pump reset or midnight

3) Well Max Daily Flow: resets at midnight

e IF SPECIAL TIME DELAY
INTERLO-CH/ALARM STATUS (PINK = ACTIVE)

< Enabled @ Disabled

SCADA Current Trends & Opportunities
Halton Region SCADA Seminar - June 21, 2019 - Oakville, ON, Canada




Well Permits — for all sites

S

Well Warnings/Limits

o J—

29 I e
|

Well Level - Max Pumping Level (MPL)

| Well Pump - Max Flow Rate (FH) |

| Well Pump - Max Daily Flow (FQH)

| POE / Booster Pumps- Max Daily Flow (FQH) |

Well Level Warning (60s) Shutdown (60s) Limit Flow Rate Warning (60s) Shutdown (60s) Ops Limit Flow Total Today  Warning (60s) Shutdown (1s)  Limit Flow Total Today \Varning (60s) Shutdown(1s)  Limit
m CURRENT VALUE STATUS SETPOINT  STATUS SETPOINT MPL FOR WELL CURRENT VALUE STATUS SETPOINT STATUS SETPOINT (PERMIT /24 hrs) CURRENT VALUE STATUS SETPOINT STATUS SETPOINT FROM FERMIT CURRENT VALUE STATUS SETPOINT STATUS SETPOINT FROM PERMIT
Calico [EXIm [o]-32.00] [o]-33.00| EEE] HEXHUs [¢] 55| [o] 6f caico ™3 [o] 5000] [o] 5237] ) 3 (o] 5000] [o] 5237
Helmar [FPEEIm [o]-44.00 ]| [e]-45.00 R Us [of 35| [of 38| EE v~ HEA™3 [o] 3000) [o] 3273 | JEZE] ™3 [=] 3000] [o] 3273
Burke [EEEEIm B 7777] B 7777 | 2222290 EkEEl R e JEFFRIm3 B 2727 B 7777 m3 @ »77?| B 7?7
Downey [EVXFYm [o]34.00 | [o]-3660 | EXT] MEEXILs [« 58 oouney [ fIm3 [o] 5000] [o] 5237 ] 3 [o] 5000] [o] 5237
Dean [EXEEIm [e[45.00] [o]-46.50) FTET] MYV [¢] 22 ven  JETTFAm3 [o] 2200 [o] 2300] JEEI] ECEEI™3 [=] 2200] [=] 2300 | EEE
Emma m m 22777 A5 _ Emma mﬂﬁ EMMA ST WELL PMP GOES DIRECT T0 SYSTEM. §O BOOSTER PIMP.
Membro [JEIXHIm [e]31.00 | [e]-3280 | EZXL] IEEXTIYs [¢] 60| [¢] 70 wentro ™3 [o] 5500] [o] 6050 TS ™3 [¢] 5500] [« 6050 ] I
Park1 ot msmaen e(-48.00 | |e[-45.70 mh's Parki mm:i ® 5000‘ e 5150 m PARK WELLS FEED ONE RESERVOIR
Park 2 m o|-48.00 | [e[-45.70 mus Parkz m3 5000 5150 m PARK BAS ONLY OE POE (FED EYTHO BOONTER FRMPS)
Park 1+2 56.27 [HE Sl 5131 QUK 9000] [e] 10000 BEEEE 3 [«] 9000] [e] 10300 | ETRERLE

Water Street
Queensdale
Paisley
University
Carter 1
Carter 2
Carter 1+2

Arkell 1
Arkell 6
Arkell 7
Arkell 8
Arkell 14
Arkell 15
6+7+B+14+15

-34.00

| -24.01

-35.00

|

-48.00

-50.30

-28.00

-30.20

° |-44.70

° -8.40

| -19.80 [

| -20.02 [

| 2122 g

827 |y

s [P

—ooo[lt

86.02 |25

| 84470

— ool

-

s

water [JEEEIm3 [o] 6500] [=] 6546
aueen [JEERm3 [o] s000] [o] 5237
Paisley |'|13 a| 3000 @ 3200

unver [JEEXRImM2 [ 3000

e 3300

o
N
w
~

[
]
=]
=]

WATER ST WELL PUMP GOES DIRECT TO SYSTEW. WO BODSTER PYMP.

WzE

S0 [

o] 5000] [o] 5237 | =
o[ 11000] [ ] 12000 | EEEECR

1627 LSl

o] s000] [e] 5108 | BT

Glen Collector

=LAl 2869 [k 3000( |e| 3273 | EErAf WoodsPOE
carterz REEIIM3 || 3000 |o| 3273 EEFIE] L2 Am3 | e | 60000 | | o | 65000 | gtiol]
__________________________________ o] 6200] [o] 6546] Il HOWTO RESET THE SHUTDOWN ALARNS
kel 1) Well Level MPL shutdown: reset on pump screen
et mm3 °| 3000 *| 3273 3273 2) Well Max Flow Rate shutdown: pump reset or midnight
Ll 5797 e| 9300| |*| 9600 EEINY |3) Well Max Daily Flow: resets at midnight
Arkell7 [FZ8Im3 (o] 9300 e| 9600 T3] [4) POE / Booster Max Daily Flow: resets at midnight
»[ 9300] [] s600] JIETEN LEGEND FELE Bl E S
o] 9300]| [o] 9s00| BEED) | & o 45| o
©| 9300| |e| 9600 el INTERLOIEKSJ':EEIFI{MIIE ;JIIAEUE.:‘;E[EP‘?LK=ACTWH
e | 25000 | e | 28800 | frX:k:iv} liote: Arkell total flow Interlocks only affect Auto Control |
8347 L8

A Date In
02/10/2018
29/09/2018
29/09/2018
29/09/2018
29/09/2018
Total Alarms: 46

Ck
v
v
v
v

S

Time In Time Last Mode
10:55:14.273 10:565:14.273 WDSCADA
12:54:05.987 12:54:05.987 WDSCADA
12:54:05.921 12:54:05.921 WDSCADA
12:54:05.921 12:54:05.921 WDSCADA
12:54:01.935 12:564:01.935 WDSCADA

Tagname
DOBGO0100ERPF
MEBGO00100EPF
MEBGO00100EOL
MEBG00100EGA
MEBGB0100ERPF

Filter: Off
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Status
CFN
CFN
CFN
CFN
CFN

Value

Description

ALARM Downey Well Pump Power Monitor
ALARM Membro Well Pump Disconnect Off
ALARM Membro Well Pump Overload Alarm
ALARM Membro Well Pump General Alarm
ALARM Membro Booster Pump Disconnect Off

Sort: Time In, Descending
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Logging flow to System vs. Waste — for water balance calcs.

System VS Waste Flow

ADMI

ADMIN

N1

. - MENU
is logged in -

TODAY YESTERDAY TODAY YESTERDAY
S il ol I S il el Bl el Bl I i e O o el ol el
Arkell 1 [ 0.00 o JL| I 333 o Burke Booster 2272 27277 Bl v s|= 272727 2220227 2777 2777 ey, | EEEE
Arkell 6 Ji| | | 6486 ZE | Calico Booster | 0.00 |0 wls|= I B B Hr |
Arkell 7 84.18 sy sTEVRA D! [0 [0 Dean Booster [16.15 wlis = B | G |
Arkell 8 [ 0.00) JL| EE | Il 1575 157500 o Downey Booster [ 0.00) [ () wlsl=| | [ E HEE B B B B |
Arkell 14 | 0.00) 7958 NSy STEMIRA Y| [0 |0 Helmar Booster | 9.908MIN 655 ws|=]  HEE |HE HE EI B B B
Avrkell 18 84.74 svsTEVIRR Y| |0 |0 Membro Booster [ 0.00 [0 wis|=|| HE HEC B | B | BB | B | B
Burke Well 277 277 N || B 2277 2777 2277 227 Park Booster wl|s|= B B B |
Carter Wells 41.20 4766 Mﬂ [ 0 [ o EE Queensdale Booster 12.58 '».'|5|=~| B B B
Calico Well [ 0.00 o Ji| [ o o | o [ o o University Booster 1630 wls|® 1630 N B | 1994 | 1993 I |
Dean Well [ _0.008I 105788y STEMIRIEININ 1057 0 [ 0 Wands Booster BE | EEEL s | OEE | | A 567 | A
Downey Well T B S5E - | Il | B | B B
Emma Well s
Helmar Well 11.70 [ 8 [ || IE | N |
Membra Well [ 0.00) [0 ﬂ o o o o G System C:'J:}"t A"l:.'l;}w Going To smgr V:r';.;tle Rl?]::';}c AIIILI;}W Sﬁ:;r V:'.:Et}e Rl%r}c_
Paisley Well B N GO - || B | |0 System Well* 401.11 43184 N/A 38420 nvA | TED | EE | BIE | nA
Park Well #1 sy sTEMIR | B | = [ System Booster” 7413 NIA E B | Tn | T G |
Park Well #2 [ 0.0 EEEL - || [ EE | I
Queensdale Well | KR Ji| X | Il o
University Well m Ji| n l
Water St. Well ED | SE +|:|| EBEE | I | IEX [ o
Glen Collector [119.81 [ | G [ o : ST

W-ToWaste, S- To System, R - To Recirculation

Ack Date In Time In Time Last Mode Tagname Status Value Description
V' 0210/2018  10:55:14 273 10:55:14 273 WDSCADA DOBGO0100EPF CFN ALARM Downey Well Pump Power Manitor
V' 29/09/2018  12:54:05 987 12:54:05 987 WDSCADA MEBG00100ERPF CFN ALARM Membro Well Pump Disconnect Off
V' 29/09/2018  12:54:05.921 12:54:05.921 WDSCADA MEBG00100EQL

SCADA Current Trends & Opportunities

Filter: Off

ALARM  Membro Well Pump Overload Alarm
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Dash Board Displays — entire system status at a glance

ADMIN1

System Dashboard

To Distibution

roduction Wells / Res Filling

ADMIN is logged in

To Distibution

Aqueduct Flow at UV Building

Re{:harg e Pump

tation . Lis™ Boosters Lis kPa psi mg/lL tation sttt Large Eil Lis Boasters kPa psi mglL

arke 1wen  [EEE @R KX  Woods Booster [ ON | Clythe Booster S B L~lE y JO% m oW 0.9 |
1

Arkell§ Wel O ss0 B QIO et o ovas R 11 BN LEEETREY o BUVERS s | Iﬂﬂﬂm 2
1 - M.Res. Fill 5.Res. Fill 1 3 8

Aricell 7 Well O I?.'!I o= Iear G @ @
1 Viater Temperatures (DegC) 1 ] 3

Arkell 8 Well - lﬁ m Robertson Booster Outlet m Robertson nlﬁmﬂ m m 85

Vi T Ri E-nutsmsm,,,,

aneitawel Bl @5 XE it rower eser (OIS Helmar Well ae D 99 ] 4357 BN 106 |
1 - Speedvale Tower Riser U - 1 1

Arkell 15 Well (A on paisiey Booster Outet (K] calicowel  |EEEN @R m @ 00 | 2l 0.01 |

104 |

Glen Collector

Carter Well

375.4 [I2

@

Clair Booster

IO g oy g 52 [ss B
(A

Burkes Well
Dean Well

Downey Well

1
mm "
Lon BT
Ea @

& @

N (.

o @F

2922 § 77?77 EEH

531.7 R

18

Towers m Y kPalpsi  Reservoirs m % Reservoirs m %

vy R R G Voot BN sy O EERN
Clair ™ 22 Woods?2 [EIIEXAE university ]
Speedvale | 8 Woods 3 [ | Clythe EREAE

Emma Well
Membro Well

Park Well

1
mm -

1
Ea @

JOT 563 JOVS

o0 el

29??

g
=]

| 630 | 4523 KO

2927 &g 7?77

Queensdale

1
University Well A

Water St. Well

&%

1
141 BN

O g
oo ROV g

27 [ 4137 B
EAmE -
247 | 552 |8

Raw Em L/s

POE to Distribution [TENIL/s

m3 0,
Storage [EFNEEN m3E[E] % = x

1500.00 = 55000
1125.00 41250 =1 75
750.00= 27500 50
375,00 Lot L] 13750~ 25
G Past 24 Hours . - |Past 24 H:}urs - Wanlar Tower Llevels
7:17-44 PI 11744 AM 71744 AM 1:17:44 P TATA4PM|  TATA2ZPM 71742 AM TAT4Z PN

B Raw Well Water: All Wells
@ Raw Well Water: Arkell

M Treated POE Flow (with re-pumping)
B Woods Pumping Station POE Flow

M Total Storage (m3)
B Speedvale Tower (%)

M Clair Tower (%)
HVerney Tower (%)

L= Well Production Over Last 7 Days

lote: Trend graphs auto-update every 5 minutes

I All Raw Water

Il Woods Pumping Station B All Treated (POE)
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Dash Board Displays - Weather

" ADMIN1
A5 =)
Vas I Sl =¥ Water Temperature and Weather gommmm.. oo
Station Weather ..., Todey T2 Water Temperatures Frozen Services Alarms
Arkell 6 Barometric Pressure (Ul f kPa :?x m E :ggi :ggﬂ m 13?3 1331 E:ia ClEio e [14.64 BEES Name Status/Setpoint Timer
i : : : - 2 Paisley POE Temp 12,19 e Delay ~  Elapsed
Arkell 8 Outside T I 6o Pl 363 0.98 [ 10.41 O ) EEX BEBRd0eoc | RoversonPoETemp  [EEEJpegc | RoPertson LO Alarm =] 6.00|pegc [ 60.0 min JITN
utside Temperature LT 725 ll 5.73 | 6.54 3.66 )| 3.46 § 7.35 §14.20 s speedvale Tower Temp mmagc o] .
) Robertson LOLO Al -ll:l:l[}e C -I:i:l:lm'" . I:.
Rainfall [ 0.00 CIRURRETE 0-00 f 0.00 |f 0.00 § 0.00 |f 0.00 f 0.00 | 0.00 f 0.00 F¥Y Vemey Tower Temp 2R Deac oheren o ’
Arkell 15 _ o [T 942 ] 925 91.7 J 96.1 [ 97.0 J 944 Jo12 018 P
il UL LT 1.4 [l 90.0 f 88.4 | 86.9 )| 85.5 | 84.0 § 83.8 || 80.5 [T REEEET) Water Temperature — Last 7 Days
20 =
o 11000 PR 0.2 | 1000 100 f00.0 f100.0 1000 100.0F 0.0 0
e (11 91.53 § 100.0 | 68.50 f§ 40.23  39.47 | 39.13 |§ 49.00 J 100.0 2 15
utside T EET esc "™ 8.71 10.52[f13.02 1 18.30 [ 15.81 [ 18.38 [ 18.47 [i1R1s
utside Temperature 9 Min 423 | 647 || 4.6 || 2.8 || 3.05 | 6.56 [ 12.15 [
Rainfall [ 0.00 BRLAREIET 18.50 13.25) 5.50 | 3.25 § 0.00 | 9.75 Bl
_ T 104.9) 58.3 [177.0§ 0.0 || 0.0 J177.0f177.0177.0 Py
Wind Speed 0.0 TLLRNS o | 00 f 00 0.0 § 00§ 00 J§ 0.0 PV
Wood , e TP 100.3 100.8) 1002 100.9] 100.3 )] 98.5 ] 98.9 i1
oods  Barometric Pressure L] kPa Win 0.0 0.0 0.0 0.0 0.0 0.0 0.0 B
_ (TP 22 78l 16.75 ) 21.47 | 21.47 [ 27.02 )] 24.05 [ 28.08 [ 27.12 [i9H
Outside Temperature mDegC T 0.00 0.00 Nl 0.00 0.00 [
Rainfall mmm}'h Total 3. 0. 1.75 7.50 mm

Qainfall (mmih) | Wind Speed (km/h) | Humidity (%)

Weather — Last 7 Days

Pressure (kPa) | Temperature (C)

12 == 120=100 106 == 50
9 == G0 = 75 o =104 == 25
6 == 60 = 50 1 —102=— 10
3 w30 - 25 =100 == -25
teUs=t T T T T
T:21:45 AN 7. Al e
25/09/2018 2 018 28/
Ack Date In Time In Time Last MNode Tagname Status Value Description
v 02/10/2018 10-55-14 273 10-55-14 273 WDSCADA DOBGO0100EPF CFN ALARM Downey Well Pump Power Monitor
v 29/09/2018  12:54:05.987 12:54:05 987 WDSCADA MEBG00100EPF CFN ALARM Membro Well Pump Disconnect Off
v 29/09/2018  12:54:05.921 12:54:05 921 WDSCADA MEBG00100EOL CFN ALARM  Membro Well Pump Overload Alarm
W 20NQIINAR  12-RA-NR 621 12-A4-NR 921 WNSCANA  MERGANNNESA ~FM Al ARM Mamhra Wall Bimn (Ganaral Alarm
Taotal Alarms: 39 Filter: Area In "A01 ADB ADT ADS A14 A15 ADV AKS AKW BK |Sort Time In, Descending Run emperature
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Dash Board Displays — Which Sites have Power?

Hydro Status N - 5 -

Site Name Has Power Panel Generator PLC UPS Secondary UPS Site Name Has Power Panel Generator PLC UPS Secondary UPS

Output Battery Output Battery
Select

Arkell Well 6 B ATs ON | AuTo-START o IR ¢ 10053 Membro Well EX mTs m Plug
ArkellWen 781t [BII] ATS o] KT [ 7 i Paisiey Staton®  [EI] AT ° ==
L L T Park el s i

AUTO-ETOR
LRI OH HYDRO | OF 2
AUTO-5TOR - 161 E:E Queensdale Well m nia

View Node ups

Arkell Well 14 m ATS nia

Arkell Well 15 EX ATs pritadislid O 170R0| fid Robertson Station S ATS Plug

Arkell Diversion™ EXY n/a v oreraor University Well® [ON PYES AUTO-START
Carter Wells3 EgvTs EX Plug ° Water St. Well10 EXY mts X} Plug

Burkes Well* Vs [ STl IR Dodds Valve Chamber ST nia EX nia

nla

Calico Well E ra EX na ° i = Scout Camp Station Y] n/a

T ITV—I UPS
Clythe Booster Station [E[I] ATS [ON | " YOO I v [ {7 Woods Booster! B ATs BT ST
Dean Well | ON B E ra

O
[ON |
= Woods Chlorine PLC [S[I]] n/a [ ON [ -
Downey Well m ATS m Plug | ON |
[ON |

Powered B
n Woods Fuel Depot EX] nia s
5 (=} 777 777 %
Emma Well s Il P Z 7o .
(3 i %
Helmar Well EX ra B na oy
H 3 ON HYDRO AUTC-5TART < [WIIERY 10053 .
Clair Booster Station [SIf] ATS [EMEEN XN Bl oo iy e e

Clair Truck Fill? nla Powered by e e [ Clair Tower'? nla Powered by JOn HYDROY oK J100(8

m Clair Booster Generator Cll Booster LC UFS m m Clair Elnnster Generator - . F Smalfield el 5id
camurgnwel @ ve v CEEEERE pecoualeTower [ ve G e |l B i
Gazer Mooney SPS I n/a B na ° e 7 Verney Tower | R Bl - ‘IE ™

AUTO-START
AUTO-STOP

Powered By
Wigods Generator

Woods UV PLC EX) nia

SO HYDRO [Ei]% S ON HYDRO
Woods UV Reactors o e

BDDVUPSDnIyshm.’s O oM

1. Arkell Well 7 generator running status is the ATS emergency power seleced status 8. Paicley Station pumps 1 &7 are up: of ATS. ge for pumps 2-3-4-5-8 SCADA Server Racks Legend Battery OK
2. Arkell Well & hydro status is the PLC Panel power status, downstream of the MTS 8. University generator running status is the ATS emergency power seleced status UPS on Hydro |
3. Carter Wells hydro status is the PLC Panel power status, downstream of the MTS 40 Water St. Well hydro status is the PLC Panel power status, downstream of the MTS - "e ':k e Se“'e’ Ha'f'l‘% Hydro Ok— © SIRIRES K9 g — Charge left
;- gurhes‘;rfh’ﬁllhh\dfdm ::ﬂus ist ;hePtECPPanrl power :?tu&ddmv"tslfﬁmmﬂft ;h?“'_“r';ﬁ 11. Woods Booster ATS and Generator feeds the entire Woods site (Main Bldg. Chlorine, Bidg. UV Blda. Trailers] M,n m Min
mma Well hydro status is the anel power status, downstream of the e ——— : o e et

5. Helmar Well PLC panel and Hyro power setus comes from Poner Honior reay 11" sy Sovevan e e b i o " (#hieh h2s an 2utosterting generator 520 e Elan v || 5] on |3 s WSS | imame o
7. Clair Truck Fill FLC Panel power is fed from the Clair Booster PLC Fanel UPS = Room Il DegC TN Humid | Room FF Degt T Humid
Ack Date In Time In Time Last MNode Tagname Status Walue Description

v 02/10/2018  10:55-14 273 10:55:14.273 WDSCADA DOBGO0100EPF CFM ALARM Downey Well Pump Power Manitor

v 29/09/2018 12:54:05 987 12:54:05.987 WDSCADA MEBGO0100EPF CFN ALARM Membro Well Pump Disconnect Off

V' 29/09/2018  12:54:05.921 12:54:05.921 WDSCADA MEBG00100EOL CFM ALARM Membro Well Pump Overload Alarm

V' 29/09/2018  12:54:05.921 12:54:05.921 \WWDSCADA MEBGO0100EGA CFN ALARM Membro Well Pump General Alarm

v 29/09/2018  12:54:01.935 12:54:01.935 WDSCADA MEBGB0100EPF CFN ALARM Membro Booster Pump Disconnect Off

Total Alarms: 46 Filter: OF Sort: Time In, Descending Run
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Dash Board Displays — Pressures Across City

Pressure

j[416.9

UPPER PRESSURE ZONE

,Speedvale

il _.w‘"j
7777 Eidg—

Rober_ison/ Verney
LA i

Membro: Water
H ON
529.0 Jhil
Iy 7 Dean___
J B
i =
7 A i University .
/ / é \
¢ A\
.
. r
Vi E o - \
/BT s
. Downey .
~,
/
7

/

i,

Woods

LOWER PRESSURE ZONE

Tk

ADMIN1

ADMIN is logged in

LEGEND

Clair Tower Clair Booster
Ack | Date In | Time In | Time Last | Node Tagname | Status | Value Description
v 02/10/2018  10:55:14.273 10:55:14.273 WDSCADA DOBG00100EPF CFN ALARM Downey Well Pump Power Monitor
v 29/09/2018  12:54.05.987 12:54.05.987 WDSCADA MEBG00100EPF CFN ALARM Membro Well Pump Disconnect Off
v 29/09/2018  12:54:05.921 12:54:05.921 WDSCADA MEBGO0100EOL CFN ALARM Membro Well Pump Overload Alarm
v 29/09/2018  12:54:05.921 12:54:05.921 WDSCADA MEBGO0100EGA CFN ALARM Membro Well Pump General Alarm
v 29/09/2018  12:54:01.935 12:54:01.935 WDSCADA MEBGB0100EPF CFN ALARM Membro Booster Pump Disconnect Off
[Total Alarms: 46 |Filter: off [Sort: Time In, Descending Run
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A More Complex Site: VFDs, Duty Numbers, etc.

7 | 2] @

X

L/s

Hypo Tanks
P PUMP 1 & z

1 2 Hypo M Offcmd 48 Hz e
Pump 1 cv
n 20 HP VFD
== F'UMP 2
{(0-7.9 Lfhr)

cmalEXTY % [ - ] a
350 L TOTAL 350 L TOTAL cv P X% H On Cde
| 0.587 [l NO LEVEL Hypo 30 HP VFD Hz

Pump 2

Clair Booster Station

7:22:36 PM
02/10/2018

Building & Security

A - MENU
is logged in -

Pressure Sustaining
Vabve for Tower

- To Tower

Security Armed [{zIT[=s]

Recycle Flow |:|: |2 rUDpen
41.24 |WES

(Zone 1) Intrusion Alarm [{lela{ /i I\
"Bypass Line 17 78Psi Trouble Status [e]'¢
540.9 £ Door Open Status (W Kelid]
Building Low Temp gikgil=l=
iREimg/L To Zone 3 Station Power (8|8
< 2 e Building Amps SILHA S KW

Lis

Calculated Flow
Dutlet Lina 1"

SYSTEM STATUS

Note \a Ve typically
do not use Outlet 1 FIT

Surge Relief
To Splashpad

o

E | Clsd
"Outlet Line 2"

46.40 [N

SYSTEM ALARMS

FLOW TOTALS

HYPO DUTY / SETPOINT ‘

PUMP DUTY / SETPOINT ‘

I

Current Station Mode: w

GLOBAL RESET ‘

DUTY TABLE
off FULED ] AcmvE sTace
(0-7.9 Lihr) - 4‘-8 Clsd sTAGE D1 D2 D3 D4 D5
cmdlP XS] % b " Az 0 - - - - -
cvilii] % sonpveD Y iz 4 VFD == == == -
VED VFD == == -
51Psi FIRE PUMP 4 §wo VFD VFD -
o i~ HR
: 98 Ll Clsd S~ .
YARD VALVES | 9 H ::; \\:IEI: g:
D [|1 VFD -
Z'::rl‘:211 - > o 13 VFD VFD VFD ON  --
VALVE CHAMBER FIRE PUMP 5 ==if flowr still low
Clsd |:| A:I Clsd
H »To Zone 3 H
Z1 to Z2 Check Valve (Swing-Check) 150 HP
Ack Date In Time In Time Last MNode Tagname Status Value Description
Generator
_______ —
ATS | Automatic
Start Command !}ﬂ

Total Alarms: 0 Filter: Area In "CBS” Sort: Time In, Descending
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Build on What you Have

SCADA is essential for both Operations and Compliance

Operators Need Situational Awareness to Operate Effectively
Use the SCADA HMI to show the whole picture to operators
SCADA Alarms systems must be rationalized/documented

Pay attention to data integrity by investing in data redundancy
SCADA networks are key to robust SCADA systems
Cyber Security is requires a multi-pronged approach

When upgraded SCADA systems, leverage what you have
Take advantage of new technology and ideas
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* Not a high performance SCADA System
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