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About the Speaker

Graham Nasby, P.Eng., PMP, CAP

Water SCADA & Security Specialist
City of Guelph Environmental Services (Water Services)

10 years in the consulting sector
Joined Guelph Water Services in 2015

OWWA and WEAO Member, Member of OWWA Automation Committee
Co-chair of ISA112 SCADA Systems standards committee

Voting member of ISA101 HMI Design standards committee

Voting member of ISA18 Alarm Management standards committee

Named Canadian Expert on IEC/SCC-TC65 with Standards Council of Canada

Guest instructor at McMaster University and Conestoga College
Has published over 40 papers and articles on automation topics

Received University of Guelph “Mid Career Achievement Award” in 2014
Received ISA’'s Standards Committee Leader of the year award in 2021.

Contact: graham.nasby@auelph.ca
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' I wanna be a
Water Guy
when I grow up!
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City of Guelph Water Services

 Guelph, Ontario, Canada
e 140,000 residents

e 21 groundwater wells

* 3 water towers

* 549 km of water mains

* 49,000 service connections

e 2,750 fire hydrants

* 35 unmanned facilities

e 46,000 m3/day [12 MGD]

* 60,000 m3/day peak [15 MGD]

Intro to ISA/IEC-62443 Cybersecurity Standards Gumélph 4
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Guelph Water Connected with SCADA

e Approx. 15km x 15km area e
35 Facilities ka1 ‘
— 4 booster stations T et b2 i
— 21 wells | | S ]
— 2 valve chambers S A P L
— 3 water towers P S
— 5 monitoring sites ey

40 PLCs plus 2 data centers 1

Redundant Data-Logging ‘
— Traditional SCADA data-logging ' -
— QuickPanels with store/forward / |

— DNP3 Data-loggers with store/forward i . - | ARKELL
| | . SPRINGS

High availability SCADA network |
— Primary: private fibre optic
— Secondary: private wireless, with 45 second auto-failover

Intro to ISA/IEC-62443 Cybersecurity Standards
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Presentation Outline

e SCADA Refresher

e What are the ISA/IEC-62443 Standards

e Who develops the 62443 standards

e 62443 Standards Structure & Documents

e Common Themes of ISA/IEC-62443 Standards
e Structure of the Standards

e Maturity, Security Level, Zones/Conduits
e Key ISA/IEC-62443 Concepts

e How to Apply 62443 Standards to SCADA Systems
e Working with other Cybersecurity Standards
e Best Practices & Take-Aways

Intro to ISA/IEC-62443 Cybersecurity Standards LaLIE
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A Quick SCADA Refresher
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What is SCADA?

SCADA = Supervisory Control and Data Acquisition

Intro to ISA/IEC-62443 Cybersecurity Standards

2021 OWWA Automation Webinar — Nov 4, 2021 "w 8

Loy



B s
Typical SCADA Architecture

A Vi
SCADA View SCADA View ScAD_ \1 ~
Terminals Terminals Terminals
I SCADA network
SCADA Servers mns‘lnem”'“g SCADA
o servers
- SCADA network
SCADA
SCADA Control
Panels Control
Panels
Field Wiring
Motor Control Packaged
Cent MCC Equipment
bt s) Flow Analyzer Level i Eani|
- 1 Field Devices
Pumps | | Blowers ‘ Valves
Instruments
Control Devices Control Devices
Intro to ISA/IE! | ersecurity Stand: ‘1\ ,/
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Introducing the ISA/IEC-62443 Standards

Security program
Concepts and models requirements for IACS
asset owners

Product security
development life-cycle
requirements

Security technologies
for IACS

Master glossary of Security protection Security risk Technical security
terms and scheme and security assessment and requirements for IACS
abbreviations protection ratings system design components

System security
requirements and
security levels

System security Patch management in
conformance metrics the IACS environment

Security program

Security life cycle and .
requirements for IACS )
use cases service providers In ISA/ IEC'62443 termInO|Ogy

IACS = Industrial Automation Control System

Implementation also known as “OT” or “SCADA”
guidance for IACS

asset owners

Intro to ISA/IEC-62443 Cybersecurity Standards ¢ 1 0
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Who Develops the 62443 Standards

* |ISA-62443 (and IEC 62443); a series of standards
developed primarily by ISA and published by two
groups:

— ISA99 - ANSI/ISA-62443
— |[EC TC65/WG10 - IEC 62443

* |n consultation with:
— |ISO/IEC JTC1/SC27 = ISO/IEC 2700x

Intro to ISA/IEC-62443 Cybersecurity Standards
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ISA - International Society of Automation

35‘) International Society of Automation X + |"—'_“ @‘ P
& C @ https://www.isa.org ) o E *»9
Join Renew Connect Blogs InTech ContactUs Login ‘B Shop
IS) International Society of Automation Standards Certification Training Members Events & Conferences Publications News About

UY/

Setting the Standard for
Automation™

The International Society of Automation (ISA) is a non-profit
professional association of engineers, technicians, and management
engaged in industrial automation. As the globally trusted provider of

foundational standards-based technical resources for the profession,

ISA strives to build a better world through automation.

About ISA

Preview our Black Friday/Cyber Monday sale! Plan your purchases and sign up for an email reminder when the sale is live. Learn More

* Read the Latest from ISA

2021 OWWA Automation Webinar — Nov 4, 2021 "'"'.""-.3'-._.--"
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ISA99 Standards Committee

The International Society of Automation (ISA) committee
ISA99 Security for Industrial Automation & Control Systems
* Members from around the world

* Multiple sectors and stakeholders

* Working in collaboration with
IEC TC65 WG10

e Consistent leadership since c. 2002

Intro to ISA/IEC-62443 Cybersecurity Standards
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ISA99 Committee Scope(*)

“... automation and control systems whose compromise
could result in any or all of the following situations:

— endangerment of public or employee safety

— environmental protection

— loss of public confidence

— violation of regulatory requirements

— loss of proprietary or confidential information

— economic loss

— impact on entity, local, state, or national security”

) Taken from the original committee scope description

Intro to ISA/IEC-62443 Cybersecurity Standards N : 14
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ISA99 Committee Membership

Reflects expertise from many sectors, including:
— Chemicals, Oil and Gas
— Food and Beverage
— Energy
— Pharmaceuticals
— Water/Wastewater
— Manufacturing
— Transportation
— ICS suppliers
— Government

Intro to ISA/IEC-62443 Cybersecurity Standards LaLielDh 1 5
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ISA/IEC-62443 Standards Documents

Security program
Concepts and models requirements for IACS
asset owners

Product security
development life-cycle
requirements

Security technologies
for IACS

Master glossary of Security protection Security risk Technical security
terms and scheme and security assessment and requirements for IACS
abbreviations protection ratings system design components

System security
requirements and
security levels

System security Patch management in
conformance metrics the IACS environment

Security program

Security life cycle and .
requirements for IACS )
use cases service providers In ISA/ IEC'62443 termInO|Ogy

IACS = Industrial Automation Control System

Implementation also known as “OT” or “SCADA”
guidance for IACS

asset owners

Intro to ISA/IEC-62443 Cybersecurity Standards ¢ 1 6
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ISA/IEC-62443 Common Themes

Defense In Depth

 Defense in Depth is a concept in which several levels of security (defense) are
distributed throughout the system. The goal is to provide redundancy in case a
security measure fails or a vulnerability is exploited.

Zones and Conduits

* Zones divide a system into homogeneous zones by grouping the (logical or physical)
assets with common security requirements. The security requirements are defined by
Security Level (SL). The level required for a zone is determined by the risk analysis.

e Zones have boundaries that separate the elements inside the zone from those outside.
Information moves within and between zones. Zones can be divided into sub-zones that
define different security levels (Security Level) and thus enable defense-in-depth.

e Conduits group the elements that allow communication between two zones. They
provide security functions that enable secure communication and allow the coexistence
of zones with different security levels.

Intro to ISA/IEC-62443 Cybersecurity Standards & : _ 1 7
2021 OWWA Automation Webinar — Nov 4, 2021 AT =



S e—_—_y
ISA/IEC-62443 Common Themes

Maturity Level

* Maturity Level 1 - Initial: Product supplier/implementers usually carry out product
development ad hoc and often undocumented process

* Maturity Level 2 - Managed: The product supplier/implementer is able to manage the
development of a product according to written guidelines. It must be demonstrated that
the personnel who carry out the process have the appropriate expertise, are trained
and/or follow written procedures. The processes are repeatable.

* Maturity Level 3 - Defined (practiced): The process is repeatable throughout the
supplier's organization. The processes have been practiced and there is evidence that
this has been done.

* Maturity Level 4 - Improving: Product suppliers use appropriate process metrics to
monitor the effectiveness and performance of the process and demonstrate continuous
improvement in these areas.

* Maturity Level 5 — Same as 4, but has been improved/optimized over time, and
continues to be optimized to meet both security and repeatability goals

Intro to ISA/IEC-62443 Cybersecurity Standards & : _ 1 8
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ISA/IEC-62443 Common Themes

Security Level

* Technical requirements for systems (IEC 62443-3-3) and products (IEC 62443-4-2) are
evaluated in the standard by four so-called Security Levels (SL). The different levels
indicate the resistance against different classes of attackers. The standard emphasizes
that the levels should be evaluated per technical requirement (see IEC 62443-1-1) and
are not suitable for the general classification of products.

* Security Level 0: No special requirement or protection required.
e Security Level 1: Protection against unintentional or accidental misuse.

e Security Level 2: Protection against intentional misuse by simple means with few
resources, general skills and low motivation.

e Security Level 3: Protection against intentional misuse by sophisticated means with
moderate resources, IACS-specific knowledge and moderate motivation.

e Security Level 4: Protection against intentional misuse using sophisticated means with
extensive resources, IACS-specific knowledge and high motivation.

Intro to ISA/IEC-62443 Cybersecurity Standards & : _ 1 9
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ISA/IEC-62443 Components

* Principal Roles

 Life Cycles and Processes

e System Under Consideration
* General Security Concepts

* Operations Security Concepts
* Foundational Requirements

Intro to ISA/IEC-62443 Cybersecurity Standards
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Principal Roles

e Asset Owner
* Product Supplier
* Maintenance Service Provider

* |Integration Service Provider

Intro to ISA/IEC-62443 Cybersecurity Standards
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Associated Roles

* Asset Operator
* Regulatory Authority
e Compliance Authority

Intro to ISA/IEC-62443 Cybersecurity Standards
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Related Lifecycles

Security Documentation
Security Guidelines
Security Support

Product Integration/ Operation
Development Commissioning & Maintenance

Product System Asset

Supplier integrator Owner

Requirements

Based on VDI 2182

Intro to ISA/IEC-62443 Cybersecurity Standards ¢ ' 23
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System to be Protected

* Describes the scope of the system being
addressed by the security response

* Must be defined by the asset owner for
the specific situation

* What is being protected?

 What do you want to protect it from?
 What level of risk is acceptable?
 How many resources to invest...

Intro to ISA/IEC-62443 Cybersecurity Standards ¢ - ] 24
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General Security Principals

e Security Elements

e Risk-Based Approach

e Compensating Measures
e |east Privilege

e |east Function

Wsecunbgm

* Essential Function Safe Lémm“”ﬁbhl
: busmess protection3c! nology
oo 3 ——PEOpPIe
| DEfense IN Depth LA cor}ﬁgggﬁ,gggcbs ap pg. nethwork
E "”9'_"_’dabarL AT
e Supply Chain Security g ereal”
Source: ISA-62443-1-1
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Operations Security Principals

 How Different Parts of the System are Used

* Defining System Access Points

e Safety, Integrity, Availability, Confidentiality (OT vs IT)
e Zones and Conduits

e Security Levels

 Maturity Levels

e Security Protection Scheme

* Security Protection Rating

e Security and Functional Safety

Source: ISA-62443-1-1

Intro to ISA/IEC-62443 Cybersecurity Standards
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Security Element Grouping

Organizational security measures
Configuration management

Network and communications security
Component security

Protection of data

User access control

)
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Event and incident management

System integrity and availability

Security program requirements

ISAIEC 62443-2-1
ISA/IEC 62443-2-2

Organization Fundational requirements

Identification, authentication &
access control — FR1

Use control — FR2

System Integrity (FR3)

Data confidentiality (FR4)

Restrict data flow (FR5)

Timely response to event (FR6)

Resource availability (FR7)

Technical Requirements

People

Organizational requirements

ISA/IEC 62443-3-3
ISAIEC 62443-4-2

ISA/IEC 62443-2-4
ISA/IEC 62443-4-1
ISO 27001 & other ISMS

27



Typical Structure of IACS System (SCADA)

= |nC|ud es 0 CONTINUOUS WORK PROCESSES
Management Of Change
.. Long Term Planning Security’ Documentation oG Verification Audit
IACS a set of Policies and
Procedures New System 51T o
Major Changes
Regulatory Changes Change To System ¥
1| SCADA SYSTEM EJ DESIGN I 3 SYSTEM i] HARDWARE BUILD
STANDARDS DEVELOPMENT | FABRICATION
roT— * Project Charter / Design Bl SignOff on Functional Design Start Purchasing Process
[ Define: Requirements. Procure Software pmitals & $hop Drawings
SCADA Avalabiiy | Relabilsy = Get basting Documentation Pockapes | Licenses
Guideines

Includes one e ) comt

y Equipment Do jon
CADA Pratiomm Selection
Setup Devslopment Environment

or more ; m— T it

Satety Standards Conceptual Architecture] Design Data Toge  bota

Securly’ Standarcs. s s Aphcotion Doveopment
Securly’ S - e =
Guidalines and Procedures. Prefiminary Architecture / Design | Viodeling and Sulation

Buy Parts | Components

Confirm P&ID and -
Network f ArcHEcte Guide Facilty Layout Drawings Server Configuration

3 Buid Panels, Racks and Cabmets |

Develop Sgnals List ‘Workstation Configuration

. Equipment 1O Bulld Supporting Equipment

Interface Standard Network Configuration

Procsss Gonirol Herrative /
Funstional Design Documents
Security' Configuration

Packaged Equipment /0

Automation
Solution(s) ==

" Devesop Prediminary Operation |
Maintenance Pilosophy

1 Master Alarm Database (ISALS.2) i Do Y D
= s
and Draft Cose / Configuraticns

T Hardware
Saftware Factory Acceplance Test (HW-FAT)
Factory Acceptance Test (SW-FAT)

* Field Wiing / Wire Labeling © Dataied Nebwerk Design
ndard =

integrated System

Factory Integration Test (FIT)

Write Operationa! Mainienance:
Procedures

> Vendor Package Intertace |
Integration Design

& Final Architecture

REVIEW
DEVELOP SCHEDULE/RESOURCING

Data Poimnt Tagging Standard

- Wit Oraft A1 SCADA Manual
Equipment Tagging  Naming " Detaled Fardware & 0 Design o e
Standards

" Detailed Softvare Specfication
+ HMI Fhilcgophy and HIT Style:

Includes one o 2 e Bty Do

U Detaded Sofely Design

#arm Priosophy (ISAL.2)

or more o b
° Event Processing, Logging and ' Complete Drawing/Spex Package
Messaging Guideline:
" rogramming Coniguraton || Comtinuous ——— |
e

Programming / Alarm /
Cenfiguration Templates

r Data Collection / Data 5t
O toin Qe /DEPLOYMENT | STARTUP Fimprovement

Systems e St e o Commision T

Data Sharing Philcsophy

5] INsTALLATION COMMISSIONING (7]  operate Continuous

z
Process | Mechanial S Equipment Pre-Check 5 Hairtain
Products nstatation Compicte g ;
Osta Reporting Standards dre el < IO Check Prriode Testing
ware Install | Deplayment
/ Depioy % ] Loop Checks d Out of Service
" CAD Drawing Standards Electrical Instalation Compiete | { (5 Prevequisite Tests' Vendar / Service Provider
s
Hetwork Setup Final Configuration | | = Site Acceptance Test (SAT) Suopert
v s T Warmanty Support /
Cocumentation Standands: Configure Instruments [ o Ste Integrabion Test (SIT) Warranty Management
eld 5 .
=i Sensors =} Securty’ Vertfication Spare Parts Management
MOC Procedures Document Configure Controlled Devices | | & Loop Turi
P R T " Training: Refresher, New Staff
I I d T Sysiem Ervionment Confir Caliration = Operational Readiness. T =
nciuaes one reqarenerts g : Contauroton Management
= Tralning | Calibration Management
Software Depioyment =
or more Y SCADA Wik Brocedures 8 Burn in Period | Perfomance Test + Monor Performance
& s Built Documentatin T Operationai Tuning
Approwed Equipment List a Update Operating / Mantenance " Alarm Management Program
> Procecures
" Equipment Specification = . Decommission | Retirement
Tempites g Update Facity Documentation
™ Desgn Sandards o
N [

Components PT—
[ [

(Products) . A A
S 0 u rCe I S -62 4 3- 1 — 1 1) Security includes physical security, operational security, and cybarsecurity.
. 2] Praruquisi 10415 ypiCay nclude both CoKd and hot COMMIEIONIG or &1/ wl ComMiseioning as appicabie.

3) System Ervironment Requirements can include separale systems for development, l6sting, IFaining, producton, BEckup, SEaster recovry,
dgial twins, 3nd otner uses. as part of Management Of Changs (MOC) procedures
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Zones & Conduits

A means for defining...

r/E nterprise F-Er@r\rr_n F11rrEirmnll
- - Bt Enterprise W
— How different systems interact Network . e @
— Where information flows between \_ @ N
systems (Industriall ~ fomesseve: % o
. . Enterprise @ FFFFFFF - @
— What form that information takes DMz —
. . e l;:t?:::: nnnnnn - o(p*'
— What devices communicate \ (/
— How those devices communicate Qe :
— The security differences between J]THH Qs o= JmH
system components A
* Technology helps, but architecture is more important
Intro to ISA/IEC-62443 Cybersecurity Standard Lauelph :
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Security (Protection) Levels

Protection against...

Intentional Violation Using Sophisticated Means with
Extended Resources, IACS Specific Skills & High
Motivation

Moderate Resources IACS Specﬂ' ic SklIIs & Moderate
Motivation

z, / Intentional Violation Using Simple Means with Low

N\ Resources, Generic Skills & Low Motivation
‘ \ Casual or Coincidental Violation

Intro to ISA/IEC-62443 Cybersecurity Standards ¢ : .. ' .
2021 OWWA Automation Webinar — Nov 4, 2021 e Source' ISA1 1 2 30
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(Security) Maturity Levels

* A means of assessing capability
* An evolving concept in the standards
* Progressive levels of achievement

— Initial

~Managed ~ O

— Defined ML3: Defined
— Improving r

r

ML1: Initial

Intro to ISA/IEC-62443 Cybersecurity Standards
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Foundational Requirements

e FR 1 -Identification & authentication control
e FR 2 - Use control

e [R 3 —System integrity

e FR 4 — Data confidentiality

e FR 5 —Restricted data flow

e FR 6—Timely response to events
e FR 7 —Resource availability

Intro to ISA/IEC-62443 Cybersecurity Standards ¢ ] ' 32
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Other Important Requirements

e Safety, Integrity, Availability, Confidentiality

— Addition of safety
— Availability has the highest priority after safety

e Functional Safety and Security
— Coordinated approach to risk assessment

Intro to ISA/IEC-62443 Cybersecurity Standards w
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Other Important Requirements

e Security Protection Scheme (SPS)
— a set of technical and organizational security measures for
protecting the system against cyber threats during operation
e Security Protection Rating (SPR)

— used when assessing the fulfillment by the SPS of the
security requirements

Intro to ISA/IEC-62443 Cybersecurity Standards
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ISA/IEC-62443 Standards Documents

Security program
Concepts and models requirements for IACS
asset owners

Product security
development life-cycle
requirements

Security technologies
for IACS

Master glossary of Security protection Security risk Technical security
terms and scheme and security assessment and requirements for IACS
abbreviations protection ratings system design components

System security
requirements and
security levels

System security Patch management in
conformance metrics the IACS environment

Security program

Security life cycle and .
requirements for IACS )
use cases service providers In ISA/ IEC'62443 termInO|Ogy

IACS = Industrial Automation Control System

Implementation also known as “OT” or “SCADA”
guidance for IACS

asset owners

Intro to ISA/IEC-62443 Cybersecurity Standards ¢ 35
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Looking in some ISA/IEC-62443 Documents
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12 August 2013 -T=- ANSI/ISA-62443-3-3 (99.03.03)-2013
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ISA/IEC-62443 Standards Documents

Security program
Concepts and models requirements for IACS
asset owners

Product security
development life-cycle
requirements

Security technologies
for IACS

Master glossary of Security protection Security risk Technical security
terms and scheme and security assessment and requirements for IACS
abbreviations protection ratings system design components

System security
requirements and
security levels

System security Patch management in
conformance metrics the IACS environment

Security program

Security life cycle and .
requirements for IACS )
use cases service providers In ISA/ IEC'62443 termInO|Ogy

IACS = Industrial Automation Control System

Implementation also known as “OT” or “SCADA”
guidance for IACS

asset owners
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Applying ISA/IEC-62443 to the Water Sector

e Use Zones & Conduits Architecture — Segment & Protect
e Design Security into the System instead of afterwards

e Use a Risk-Based Approach to Design, Testing & Ops

e Design a system around: Least Privilege, Least Function

e Defense in Depth

e Supply Chain Security

e Documented Procedures

e Review Security Frequently
e Active Monitoring

e Treatit as a Lifecycle

Intro to ISA/IEC-62443 Cybersecurity Standards
2021 OWWA Automation Webinar — Nov 4, 2021

nnnnnnnnnnnnnnnnn

Technical security

conformance metrics

service providers

Implementation
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* Not a High Performance SCADA System

Graham Nasby, Water SCADA & Security Specialist
graham.nasby@aguelph.ca
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