The Canadian Experience:

Using DNP3 -WITS
Water Industry Telemetry Standard
for Gathering Flow and Pressure Data from
District Flow Metered Areas
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Graham Nasby , P.Eng., PMP, CAP
Water SCADA & Security Specialist
City of Guelph Water Services

10 years in the consulting sector
e Joined Guelph Water Services in 2015

* Vice-president of Industries & Sciences in ISA

e Co-chair of ISA112 SCADA Systems standards committee
* Voting member of ISA101 HMI Design and ISA18 Alarm Management standards committees
« Named Canadian Expert on IEC/SCC-TC65 with Standards Council of Canada

» Active member of American Water Works Association and Water Environment Federation

 Has published over 30 papers and articles on automation topics
* Received University of Guelph “Mid Career Achievement Award” in 2014
 Named ISA’s technical division leader of the year award in 2013.

 Contact: graham.nasby@quelph.ca
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DNP3-WITS
— Communications
(IP-Based)

DMA Flowmeters
— (50 transmitters)
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Fle Edit View History Bookmarks Tools

= WITS Protocol +

“= | (@  www.witsprotocol.org Ly ||Q. Search | S B 4+ # =

enquiries@witspratocol.org Member Login | Join Now

=WITS dnp

WNI‘EI{ INDUSTRY TELEMETRY STANDARDS ik

ﬁ-uwud

Home News The Protocol The PSA Certification Library

Latest News

04-May-2017 Cyber Security Briefing
on 18th May

03-May-2017 DNP3 TE2016-005
information for WITS members

03-May-2017 DNP3 TB2015-004
information for WITS members b

Welcome to the ' _ 27-Apr-2017 Forthcoming Plugfest
/ WITS Protocol Standards Association '

27-Apr-2017 WITS Master Station
Licencing

Introduction to WITS and the
Protocol Standards Association WITS-DNP3 Status

Current Version:
3.0 Released: April 2016
Details here

Designed By The Water Industry For The Water Industry

Most water companies use telemetry to monitor and control their remote assets. Traditionally, telemetry systems
consist of "Field Devices” which are linked to a "Master Station” using one or more telemetry protocols and
communication methods. Many protocols are proprietary and suffer from vendor lock-in. Other open standards can

be difficult to match with the water industries’ particular set of needs. The WITS Protocol is different..[Read more] Current Version: 0.4 (In Development)
WITS-OT Blog

WITS-IOT Status

Developing The WITS-DNP3 Protocol
Join Us 13

The Water Industry Telemetry Standards (WITS) group was formed in 2003 by members drawn from a wide cross ]
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Water Industry Telemetry Standards Group EWlTS

A brief history SARTIFR INDUISTRY TH FMFTRY STAMMARTS
=WITS
s = [n the water industry, telemetry system
WVATER INDUSTRY TELEMETRY STANDARDS vendors developed proprietary
Supporters included protocols for communications between

their field devices and master stations.

—_

= Anglian Water
« Consequently end users of the

- Environment Agency telemetry system became locked in to

- Northumbrian Water the particular supplier.
- Scottish Water - The Water Industry Telemetry
UK Standards (WITS) group was created

- Severn Trent Water — Water

in 2003 to infroduce change
Utilities

- Thames Water . The first project undertaken was to

- United Utilities produce an o\pen standard for
transferring data between field devices

= Wessex Water and a telemetry master station

= Yorkshire Water

_ « Designed By The Water Industry For

* And now Guelph Water Services The Water Industry
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Protocol Selection =WITS
Distributed Network Protocol (DNP) 3
« DNP3 (Distributed Network Protocol) was

selected
= Originally developed for use in power e

utility applications - |

HERIE | oo s e,

« An internationally recognised standard VendorA  Vendor B

......

Mool ="\'||\.' e

- DNP3 enables communication between SR ,l!# ‘g’ oNe communITy.
different types of data acquisition and et o R £

FUNCTIONALITY S S ...- ”ﬂmlnlnmmpmm!

control equipment L, e

= Includes secure authentication and

: . . N TRUE AUTHENTICATION ‘ INDEPENDENT COMMS
encryption protection against hacking

ARCHITECTURE

- Supports a wide range of communication =
types
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Protocol Selection =WITS
Deve | Op me nt a nd Testi ng SWATFR [ ESTRY TH FMFTRY STAMMDARTS
= To provide the required interoperability and i
the water industry functionality, there was the g\ @Emguia
need for a precise specification TECHNOLOG
= This was achieved through the development {Y ‘
of the Application Notes and associated test “ITT | Water & Wastewater
specifications —

= Six water industry telemetry suppliers

developed both master stations and field ’l}‘gil'
devices to prove and enhance the '
specification. e) CSE Servelec

« The WITS DNP 3 Protocol Standard was nelder
then released as an ‘open standard’ ﬁEIectrlc

Guélph
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WITS DNP 3 Protocol Standard
Water Industry Adoption

= The WITS Protocol Standards Association .
has over 70 members mainly from the UK
but also with a growing number from
overseas.

= The following UK water companies have
adopted WITS as their standard

= Anglian Water

= Northern Ireland Water .
= Northumbrian Water .
= Severn Trent .
= South West Water .

= Thames Water
= United Utilities
= Welsh Water

=WITS

NAATFR INCAISTRY TH FMFTRY STAMDARNS

WITS telemetry master stations from:

Schneider

Servelec

« WITS field device products from:

ABB

Brodersen

Halma Water Management
Metasphere

Schneider

Servelec

Technolog

Xylem
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WITS provides a common SCADA

Interface and standard data sets

wITS
RTU
Waste Waer Combined Presiie
5 maonitorng &
Pumping Sewer Management
Station Overliow
WITS ponts
RTU
Sewage Water r"'— k
WITS Network Sewer Level Nestwork Business Systems &
RTU Storm Tank monfloring District flow Applications
meteing
WITS r Asset management
RTU | W w Regulatory reporting
E Data Network Network Assel ivestment
[ s & Critical “H“I Synhuort Pressure Energy management
po— | interface |interface Configuration Pressure coamp e reduting Planning & Opfimisation
RTU poy Valve Hydraulic Modelling
| Strategic control
‘Waler Water Supply Viater Mo bile Services & Work
WIS Natwark Pumping Metwork Management
RTU Trunk Man Sations Zmnal flow
monitoring {boosters etc) mon Lo ing
b =
WITS
RTU
Waste Waler Water Supply Water
Treatment Treatment Resenvor |
Process plant Process plant Towers
WITS
RTU
: WITS configuration A WITS configuration The WITs standard will
fnmemn XWES VWIS dlata repocting management e e management (Bulk increase the RTU choice
SCADA lemplates alarmievent features construded Lk (incremental) provides e b ! i
% (incremental) _ & Inc) provides across asset types from
share common reporting suppoits lo creale asset " the mechanism o - :
Z provkles the consistent mubiple vendors. WITS
protocol and WITS robust asset alarm centric data sets for i . change the LTSS e
b manag = SCADA control & capability to obtain configuration as deployment and simplifies the migration
5 consiskent data and 3 efficient RTU from one vendor o
proxsas D eoofag alam reparting requin::xfss;mge recovery another if required.

Makinga Difference
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WITS SCADA Objectives

= Obtain consistent data sets and alarm/event reporting.
« Standardise data/alarm/logging configuration for all asset types.
= Minimise the number of SCADA interfaces for RTU types.

« Remove the bespoke development required for each of the vendor RTUs
on the estate.

« Reduce the support requirement to maintain the RTU standard
configurations.

= Improve SCADA security. (RTU / SCADA communications secure
authentication).
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